MUHUCTEPCTBO H/‘X}YKI/I M BBICHIETO OBPA3OB“AHI/IH POCCHUICKOMN ®EJEPALIMN
CTAPOOCKOJIbCKUU TEXHOJIOI'NMYECKUU UHCTUTYT UM. A.A. YTAPOBA
(bumman) penepanbHOTO TOCYIAPCTBEHHOTO aBTOHOMHOT'O 00pa30BaTEIbHOTO YUPEKIACHUS

BbICIIETr0 00pa3oBaHus

«HanuoHanbHbIN UCCIeA0BATENbCKUN TeXHOTOTHUEeCKHd yHUBepcuteT «MUCuC»

CTHU HUTY «MUCuC»

Pabouvas mporpamma yTBepxkKaeHa
peleHneM Y4eHoro coBera

CTU HUTY «MHUCuC»

oT «22» nrons 2020 r.

npoTokoi Ne 23

Pabouas mporpamma qUCIHUILIUHBI

BoeruuciaurebHbIE cpeacrea U CUCTCMbI

3akperieHa 3a kadenpoin Kadenpa aBToMaTH3MPOBaHHBIX U HHGOPMANMOHHBIX CHCTEM YIIPaBJIAeHUS
Hampasnenne moaroToBKu 13.03.02 DnekTposHEepreTHKa 1 dJICKTPOTEXHUKA

TIpodwmis DIEKTPONIPUBOJT U aBTOMATHKA

Kanugukaums Bbakanaasp

®opma o0yueHHs QOuHas

OO6m1ast TpPyZOEMKOCTh 33ET

YacoB 1o yueOHOMY IIaHy 108 ®DopMBI KOHTPOJIS B CEMECTpax: 3a4eT 6

B TOM YHUCJIE:
ayAUTOPHBIC 3aHATHS 51

camocrosTenbHas padora 57

Pacnpeuenenne YacoB JTUMCIHHUILIMHBI 110 CEMECTpaM

Cemectp 6 Hroro

Bup 3anatui VII PIT VII PIT
Jlexiun 17 17 17 17
JlabopaTopHble 17 17 17 17
ITpakTryeckue 17 17 17 17
KonrakTHas pabora 51 51 51 51
Cam. paboTta 57 57 57 57
Hroro: 108 | 108 | 108 | 108

T'ox HaGopa 2017 r.
B penaxiuu 2020 1.



IIporpammy coctaBui:
qoueHT kad. AVCY, kaHauaaT TEXHUYECKUX HAYK [ A P
ConosreB AHTOH IOpbeBuu ﬂ
Jlonoicnocmo,yu.cm., yu.36 ®HO  noanocmoio I__/ﬂm)ﬂuct,
c_m\

Pabouast mporpamMma JUCITUTITMHEL
BhluncinuTe IbHbIE CPEICTBA U CHCTEMBI

HAumeHoeaHue

Pazpaborana B coorBerctBur ¢ OC BO HUTY « MUCuCy:

CaMOCTOSITEIbHO YCTaHABIMBAEMBIN 00pa30BaTEIbHBIN CTAHIAPT BBICIIEr0 00pa3oBaHus - DaKaiaBpuar
®denepa’dbHOC  TOCYAapCTBEHHOE ABTOHOMHOE — OOpa3oBaTelIbHOC  YUPEKICHHE  BBICHICTO  OOpa30BaHHS
«HauuonanbHbIl HccaenoBaTeNnbckuil TexHoaornueckuii yuusepcurer «MUCHC» 1o HampaBieHUIO MMOATOTOBKH
13.03.02 DaexTposHepreTuka u AeKTpoTexHuka (mpukas ot 05.03.2020 r. Ne 95 0.8.)

CocrapieHa Ha OCHOBaHWH y4eOHoTo 1u1ana 2017 roga Habopa:

13.03.02 DnexTposHepreTuka 1 IeKTPOTEXHUKA,
Ipodwmne: DnekTponpuBON ¥ aBTOMATHKA, YTBepxkaAeHHOro YueHeiM coBetoM CTU HUTY «MUCuC»
22.06.2020 r., mpoToxoa Ne 23.

Pabouas mporpamMmma omoOpeHa Ha 3aceaHuu Kadeapbl
ABTOMaTH3MPOBAHHBIX U MH(OPMALMOHHBIX CUCTEM YIIPABJICHUS

HaumeHoBaHue Kageopol

IIpotokon ot «08» uronst 2020 r. Ne 05.

A

| }c'l' .f,p;

1.0. 3aB. Kaepoit AUCY ij' / A . T'nymenko

#
Tabbpeeuamypa HauMeHoGans Kageopsl “hoonucw H.O. Damunus
«08» urons 2020 r.
’/

PykoBoautens OITOIT BO /-,‘ég .
1.0. 3aB. kKapenpoit AUCY, kanguaar [ V7
TEXHUYECKUX HayK, JOLICHT 'j_'/ L AN. Tnymenko

00NHCHOCMD, YH.CM., Y4.36. noonuce H.0. Pamunus

«08» mrons 2020 r.



1. TEJIX OCBOEHMSA

Hemp aucoumauHel — (GOPMHUPOBAHNE TEOPETHUSCKMX 3HAHWH B OOJNIACTH YIPABICHUS H IOCTPOCHHS
WHPOKOMMYHHUKAIIMOHHBIX CHCTEM H CeTeil B 0TpabOTKa yMEHHIl M HABBIKOB CAMOCTOSITEIHFHOTO MCIIOJIE30BAHHS
CETEeBBIX CIy’KO, TPOTOKOJIOB M O0OOpyIOBaHWSA ISl AAMHUHUCTPHUPOBAHWSA, HACTPOWKH M IOCTPOCHHS
MH(POKOMMYHUKAITHIOHHBIX CUCTEM U CETEH.

3amavu AUCIUILTUHEL:

e Hayuuth 00yuarommxcsi COBpEMEHHBIM HHPOKOMMYHUKAITMOHHBIM CHCTEMaM U CETSIM;
e  HayuuTh 00y4aronmmxcsi MOJICIHPOBATh PaOOTY Pa3IHMYHBIX CETEBBIX YCTPOMICTB;
e  HayuuTh 00yuaronmxcsi HACTPAUBATh CETEBOE 00OPYIOBAHNUE;
e Hayuuts obyuatommxcst pabortats ¢ anemenTamu CKC;
e  Hayuuts 00y4arommxcs OCyImIeCTBIATE IOCTPOCHUE CeTeH Nepeaad JaHHbIX
2. MECTO B CTPYKTYPE OBPA3OBATEJIbHOM MPOI'PAMMBI
IMuxax (pazgen) OIT: | B1.B
2.1 TpeGoBaHus K NpeABapPUTEIbHOM MOATOTOBKE 00Y4aI0LIerocs:
2.1.1 | 3amwura napopmarmu
2.2 JMCcHMNINHBI M NPAKTHKH, 111 KOTOPBIX 0CBOeHHE AAHHON JMCHUIIMHBI HE00X0AMMO KaK
npealIecTByOIIEe:
2.2.1 | TexHonormyeckrue OOBEKTH YHEPrOOOCCIICUCHUS

3. ”HAUKATOPHI ®OPMUPOBAHW S KOMIIETEHIIHH,
COBMEHIEHHBIE C PE3YJbTATAMMW OFYYEHHUA 110 JUCITMITJIMHE

YK-2:

Cnoco0en:

- AHAJIM3MPOBATH MPOIYKUMIO, IPOLECCHl M CHCTEMBbI;

- CTABUTH 3271244 B 00J1aCTH, COOTBETCTBYIOLIEll NMPO(HUII0 NOATOTOBKH;

- IPUMEHATH CUCTEMHBIH MOAX0/ K PellleHHI0 MOCTABJEHHbIX 32/1a4 ¢ IOMOIIBIO COOTBETCTBYIOIINX
AHAJTUTHYECKUX, BLIYHCIUTEIbHBIX U IKCIIEPUMEHTAJIBHBIX METOA0B.

3HaTh: YK-2-31- 3HaTh COBpEMEHHOE NPOrpaMMHOe oOecrieueHHe Ul MOAEINPOBaHuUs ceTel
YMeTs: YK-2-Y1- Ymerb paboTath B IporpaMMHOM 00€CIICUCHHH JUIsl MOJICIIMPOBAHUs ceTel
Brnanets: YK-2-B1- Bnagets HaBBIKOM OLIEHKH PE3yIbTaTOB MOJIEJIMPOBAHMUS CETEH

OIIK-1:

Crnioco0eH oCylIecTBJSTH MOUCK, 00pa0OTKY U aHAIU3 HHPOPMALMH U3 PA3JIUYHBIX HCTOYHUKOB H
MPeICTABJIATH €€ B TpedyeMoM ¢opmare ¢ HCNOJIb30BaAHHEM HHPOPMAIMOHHBIX, KOMIIBIOTEPHBIX H CETEBbIX
TEXHOJOI'Hii.

3HaTh: OIIK-1-31 — 3HaTh MOJIENH U CTPYKTYPhI HHPOPMAITMOHHBIX CeTEeH
OI1K-1-32 — 3HaTh TeOpeTHUECKUE OCHOBBI CeTel Mepeadun JaHHBIX

YmeTs: OIIK-1-Y1- YMeTs pa3dbupaThCs B COBPEMEHHBIX MPOTOKOJIAX W TEXHOJOTHAX CETEH mepeaadn
JTAHHBIX

Bnaners: OI1K-1-B1- Bnamers HaBBIKOM NMPOESKTHPOBAHISI CeTEH TIepeaun JaHHBIX

IIK-1 - Cnocoden:

®  PacCYUTHIBATH PE:KUMbI PA0OTHI 00bEKTOB NPOeCCHOHAIbHOM 1eATeTbHOCTH;

¢ [PUMEHSATb MeTO/Abl M TEXHHMYECKHE CPEACTBA IKCILTYaTAMOHHBIX HCIIBITAHUH U THATHOCTHKHU
3J1eKTPOIHEPreTHYeCKOro 1 3JIeKTPOTeXHHYEeCKOro 000py/10BaHuA;

®  OIEHHBATH TEXHHMYECKOE COCTOSTHHE H OCTATOYHBINH pecypc 000py10BaAHHUS;

e  COCTaBJATH H 0pOPMJIATH THIOBYIO TEXHHYECKYI0 JOKYMEHTALHIO;

*  omnpenejasATh NapaMeTpbl 000py10BaHUs 00bEKTOB NPO(eCcCHOHAIBHOM 1esITeTIbHOCTH;

e ol0ecmeuyHBATh TpedyeMble Pe:KHMBbI Pa00ThI 00bEKTOB NPO(eCCHOHAIBHOI eATeJIbHOCTH H
3a/laHHbIe MapaMeTPbl TEXHOJOTHYECKOro npouecca;

¢  Y4YacTBOBAThb B BbINOJHEHHH PEMOHTOB 000PYI0BaHMS 10 32JAHHON MeTOANKe;

e  COCTaBJATH 3afBKH Ha 000py/I0BaHMeE H 3aNIACHbIE YACTH M MOATOTABINBATH TEXHUYECKYIO
JOKYMEHTAINI0O HA PEMOHT

3HaTh: ITK-1-31- 3HaTh HEOOXOAMMBIE TEXHOJIOTHH JIJIsi IOCTPOCHMS M Pa3BEPTHIBAHUS CETEH nepenadn
JIAaHHBIX
YMmeTs: ITK-1-Y1 — YMeTb peann3oBbIBaTh TEXHOJIOTHIO YIIPaBICHUSI 0OOMEHOM MH(OpMAaLnK B CETIX

ITK-1-Y2 — VMeTh peannu30BbIBaTh OCHOBHBIE ATAIlbl MOCTPOCHHUS CeTel

Bnaners: | [1IK-1-B1 — BrageTs HaBBIKOM UCIIOJIb30BAHUSI CPEJCTB MOJICITUPOBAHUS HHP)OKOMMYHUKAITUOHHBIX
CHCTEM




| I1K-1-B2— BrajaeTs HaBBIKOM HCHOIb30BaHUs HHCTPyMeHTOB noctpoenust CKC

4. CTPYKTYPA U COJAEPKAHUE

Kon HaumenoBanme pasnenos u Tem /Buag | Cemectp | Yacop | Kommeren- | Jluteparypau | Ilpumeuanne
3aHATHSA 3aHsATHs/ 1070 3J1. pecypchbl
Pazgen 1. O0mue npuaununs JIBC
1.1. 132
OIIK-1-31 JI2.1
O6mue npununs! JIBC/nex/ 6 2 Onl_gﬁl-iZ ﬁ }é
113
o1
22
1.2 O6xnM BuToM mapsr /IIp/ 6 OIIK-1-31 J13.1
3 OIIK-1-32 o1
IK-1-31 92
I1K-1-B2
1.3 O6xnm posetku RJ-45 /TIp/ 6 OIIK-1-31 J13.1
3 OIIK-1-32 21
IK-1-31 22
IK-1-B2
1.4 CpatunBanue Butoit napsi /IIp/ 6 OIIK-1-31 J13.1
4 OIIK-1-32 o1
IK-1-31 92
I1K-1-B2
1.5 6 J132
OIIK-1-31
[IpopaboTKa JIEKIUOHHOTO MaTepHraa. OIIK-1-32 JI2.1
[ToarotoBka K MPakTHUECKUM 3aHATHUSM. 6 OIIK-1-B1 JT1.1
CaMoCTOATENbHOE U3yYCHUE [IK-1-31 J11.2
nutepartypsl. /Cp/ IK-1-V2 113
IK-1-B2 o1
22
Pazgen 2. KananbHblii ypoBeHb
mozneau OSI
21 6 J13.2
J12.1
Kanansnslii yposens mogemu OSI /iex/ OIK-1-32 JT1.1
1 IK-1-31
112
113
o1
92
2.2 6 YK-2-31 J133
3nakoMmcTBO ¢ maketoM GNS3. YK-2-V1 o1
Wneonorueit obopynosanue Cisco. 1 VK-2-Bl 22
ba3oBas HacTpolika MapHIpyTH3aTOPOB OIIK-1-31
/J1p/ OIIK-1-32
IK-1-B1
23 6 OIIK-1-32 3.2
IMpopaboTka JIEKIHOHHOTO MaTepHaa. OIIK-1-V1
CaMoCTOsITeIbHOE H3YUYEeHUE OIIK-1-B1 2.1
J1.1
JIUTEepaTypsl. BhINOIHEHHE HOMAIIHEro 8 IK-1-31
112
3aganus. [logroroska k 1ab0OpaTOpHBIM IK-1-Y1 13
pabotam/Cp/ IK-1-B1 5 1’
IK-1-B2 3
Pa3nen 3. KommyTanusi nakeTon
3.1 6 J13.2
OIIK-1-32 2.1
KommyTarmst makeTos/nex/ JT1.1
2 IK-1-31
112
113
o1

92




32 OIIK-1-31 J3.1
Kpoccuposanune naru-naneneii /I1p/ OIIK-1-32 ol
IK-1-31 32
ITK-1-B2
33 VK-2-31 J133
YK-2-V1 21
VK-2-B1 22
DmynupoBanue npocreiieii cetn /JIp/ OIIK-1-31
OIIK-1-32
IK-1-V1
IK-1-B1
34 OIIK-1-32 J132
TIpopa6oTka JEKIMOHHOTO MaTepHaa. TK-1-31
IK-1-B1 J2.1
CaMocTOosATENBHOE H3yUEeHHE 11
JUTepaTyphl. BEINoIHEHNE TOMAIIHEro 1 1'2
3aganus. [loaroroBka k 1aGopaTopHEIM 1 1'3
paboTam/Cp/ 51
32
Paznen 4. CereBoii 1 TpaHCIOPTHBIN
ypoBenb mozaeaun OSI. Crek
nporokoaa TCP/IP
4.1 OIIK-1-32 J132
IK-1-31
. . 2.1
CeTeBoli M TPAaHCTIOPTHBIH YPOBEHD
J1.1
mozemu OSI. Crek npoTokona 112
TCP/IP/JIex/ 13
21
22
4.2 Ipocras Hactpoiika cetr B Linux u OIIK-1-31 J13.1
Windows /TIp/ OIIK-1-32 21
IK-1-31 32
IK-1-B2
43 IIpoexTrpoBaHue KOPIIOPATUBHOU CETH OIIK-1-31 J13.1
Mp/ OIIK-1-32 21
IK-1-31 22
IK-1-B2
4.4 [Toctpoenue ceteii ¢ YK-2-31 JI33
Mapupytuzaropamu /JIp/ VYK-2-V1 21
VK-2-B1 22
OIIK-1-31
OIIK-1-32
OIIK-1-V1
IK-1-V1
IK-1-B1
4.5 OIIK-1-31 J13.2
TIpopa6oTka JEKIMOHHOTO MaTepHaa. OIIK-1-32
OIIK-1-B1 J12.1
CaMocCTOATENbHOE N3yYCHUE
JUTEpaTyphl. BhIMONHEHHE JOMAIIHETO TK-1-31 LI
TK-1-V2 112
3amanud. [ToAroToBka K 1a00paTOPHEIM
paoram/Cp/ IK-1-B1 113
IK-1-B2 €)1
32
Pazgen 5. MapmipyTuszauus B ip-
cersx. IIpoToko/ibl AMHAMHIYECKOM
mapmpyTuzanun Tpancasus
ceTeBBIX aPecoB
5.1 OIIK-1-32 132
Mapuipytu3anus B ip-CeTsx. 2.1
[IpoTokoms! TMHAMHYECKOH JT1.1
MapHpyTH3auuu TpaHCIAIMs CEeTEBBIX J11.2
anpecos /Jlex/ 113
21
22
5.2 Hacrpoiika cratuueckoit YK-2-31 JI33
MapupyTtu3anun B obopynosanuu Cisco YK-2-V1 21
/JIp/ YK-2-Bl 32




OIIK-1-31

OIIK-1-32
OIIK-1-¥1
IK-1-V1
IK-1-B1
53 YK-2-31 J3.3
YK-2-V1 21
. VK-2-B1 22
Pabota ¢ muHamyeckoi OIK-1-31
MapHIpyTH3anuei B 000pyI0BaHUI OIK-1-32
Cisco /JIp/
OIIK-1-¥1
IIK-1-V1
ITK-1-B1
5.4 YK-2-31 J133
YK-2-V1 21
. VK-2-B1 22
Hacrpoiika Tpancnsmun CeTeBbIX OIK-1-31
anpecoB B MapuipyTtuzaropax Cisco /JIp/ OIK-1-32
OIIK-1-¥1
IK-1-B1
5.5 OIIK-1-31 J13.2
IIpopaboTKa NeKIHOHHOT0 MaTepuana OIIK-1-32
Pop . plaa. OITK-1-B1 2.1
CaMOCTOSTENTPHOE U3yUCHUE TK-131 11
JUTEpaTyphl. BBIMOIHEHHE JOMAITHETO MK-1-Y2 12
3ananus. [lonroToBka kK 1a60paToOpHBEIM ’
IK-1-B1 113
pabotam/Cp/ TK-1-B2 51
22
Pazgen 6. BupryaibHblie 10Ka1bHbIC
CeTH
6.1 OIIK-1-32 J13.2
2.1
J1.1
BupryanbHbie jgoKkanbHble ceT /JIek/ 12
J1.3
21
22
6.2 VK-2-31 133
VK-2-V1 21
Pabora ¢ BUPTYaIbHBIMH JIOKAJIbHBIMU VK-2-Bl 22
cersimu B cpenie GNS3, ¢ OIIK-1-31
HCIOJIb30BaHUEM MapIIPyTH3aTOPOB OIIK-1-32
Cisco. /JIp/ OIlK-1-Y1
IK-1-V1
ITK-1-B1
6.3 VK-2-31 133
VK-2-V1 21
Peanu3zanus BUPTyalbHBIX JTOKATBHBIX VK-2-Bl 22
ceTell B CeTSIX ¢ MaplIpyTH3aTOpaMu B OIIK-1-31
cpene GNS3 /JIp/ OIIK-1-32
IK-1-V1
ITK-1-B1
6.4 OIIK-1-31 132
[IpopaboTka JIEKIUOHHOTO MaTepHraa OIIK-1-32
' OIIK-1-B1 2.1
CaMOCTOSATENPHOE N3yUCHUE K-1-31 M1l
JUTEpaTyphl. BHIMOJIHEHNE JOMAIIHETO K-1-Y2 12
3agaHus. [lonroToBka k 1a00paTOpHBIM MK-1-B1 1 1'3
paboTam/Cp/ K-1-B2 5 1’
22
Paspea 7. Texnonoruss VPN
7.1 OIIK-1-32 J13.2
Texuosnorust VPN/Jlex/ ﬁ ?}
1.2

J13




o1

92
7.2 YK-2-31 J133
YK-2-V1 21
Pabora ¢ texnonorueit ACL B cpene VK-2-Bl 22
GNS3 /JIp/ OIIK-1-31
OIIK-1-32
I1K-1-B1
7.3 YK-2-31 J133
YK-2-V1 o1
. VK-2-B1 22
Pabora ¢ TexHonorueii Ipsec B cpene
GNS3 /JIp/ OIK-1-31
OIIK-1-32
OIIK-1-V1
IK-1-B1
7.4 OIIK-1-31 J13.2
IMpopaboTka JIEKIHOHHOTO MaTepHaa. OIIK-1-32
OIIK-1-B1 JI2.1
CamocTosTeIbHOE H3yICHHE TK-1-31 11
JUTEpaTyphl. BhINMOIHEHNE TOMAIIHETO K-1-Y2 112
3agaHus. [lonroToBka k 1a00paToOpHBIM K-1-B1 b 1'3
pabotam/Cp/ K-1-B2 5 1’
92
Paznen 8. [IpoTokoabl NpUKIATHOrO
YPOBHSI
8.1 OIIK-1-32 J132
J12.1
J1.1
[IpoTokomnbl MpUKIaTHOTO YpoBHs/JIek/ 112
113
o1
22
8.2 VK-2-31 J133
Hacrpoiixa nporokona DHCP B cpene zlé:g:;} gé
GNS3, ¢ ucroap30BaHHEM
. OIIK-1-31
Mapmpytuzaropos Cisco /JIp/ OIK-1-32
I1K-1-B1
8.3 OIIK-1-31 132
IIpopaboTKa NeKIMOHHOr0 MaTepHaJa. OTIK-1-32
OIIK-1-B1 J12.1
CaMoCTOATENbHOE N3yUCHUE TK-1-31 11
JUTEpaTyphl. BhIMOIHEHNE TOMAIIHETO
3amganus. [loaroroBka k 1aGopaTopHEIM gi:ijﬁ ﬁ }g
paboTam/Cp/ K-1-B2 5 1'
92
Pazgen 9. BesonacHocTh U ceTeBast
JAUATHOCTHKA, NpoToKog SNMP
9.1 OIIK-1-31 J13.2
OIIK-1-32
J12.1
BesonacHoCTh M ceTeBast IMAarHOCTHKA, J1.1
mpotokon SNMP/JIex/ JI1.2
113
21
22
9.2 OIIK-1-31 J13.2
OIIK-1-32
[IpopaboTka IeKIMOHHOTO MaTepHuaia. OIIK-1-B1 J12.1
CaMoCTOATENbHOE N3yYCHUE [IK-1-31 JT1.1
JIUTEpaTypsl. BBINOIHEHNE HOMAIIHErO IIK-1-Y2 J11.2
3amanus. /Cp/ [1K-1-B2 JT13
21
22
9.3 Pa3znen 10. CoBpeMeHHbIe IPUHIMIIBI

MMOCTPOCHUSA certeil nepeaavyn JaHHbIX




10.1 6 OIIK-1-31 J13.2
OIIK-1-32
J12.1
CoBpeMeHHBIE IPUHIHIIBI TOCTPOCHUS 1 JT1.1
ceTel mepenayn qanHbIX/JIek/ J12
113
o1
22
10.2 6 OIIK-1-31 J13.2
OIIK-1-32
[IpopaboTka TeKIMOHHOTO MaTepHuaa. OIIK-1-B1 J12.1
CaMoCTOsITeIbHOE N3yUYEeHUE 3 [IK-1-31 J1.1
JIUTEpaTypsl. BBINOIHEHNE HOMAIIHErO IIK-1-Y2 J11.2
3amanus. /Cp/ [1K-1-B2 JT13
o1
22

5. ®OHJ OHEHOYHBIX MATEPHAJIOB

5.1. Bonipochl 151 caMOCTOSITEJbHOM MOATOTOBKHU K 3K3aMeHY (3a4€Ty ¢ OlleHKOI)

OK3aMeH He IPeyCMOTPEH

5.2. Ilepeyenb paGoT, BHIMOJIHEMBIX 10 THCHHUILINHE

Mo pucuuniiMHe NPeyCMOTPEHO OJIHO JIOMAITHEE 3a/laHue:

1. Howmammuee 3amanueNel: Ilpoekrupoanne xopropatuBHoit cetn (OIIK-1-32, OIIK-1-31, OIIK-1-V1,

OIIK-1-B1,IIK-1-31,IIK-1-V 1,IIK-1-¥Y2,I1K-1-B1,I1K-1-B2)
[Mpumep nomamuero 3ananus (3) ( mo BapuanTam)
BEINMONHNTG MIaHUPOBAaHWE CETH KOPIOpALUH, COCTOSILNEro M3 IEeHTpalbHOro oduca, ¢uivana (JO4epHEro
NPEANPUSATHS KOpIopanuu) ¥ HeOonpmmMx ynaleHHbIX oducoB kiacca SOHO (small office-home office) B
COOTBETCTBUHM C BAPHAHTOM 3a/iaHusl. [Ipu BEIOOpE CETEBBIX PEIICHNI Y4eCTh BOBMOYKHOCTh PACIIMPEHHS CETH B
Oymy1ieM, ecium 3TO MPETyCMOTPEHO 3aJaHUEM.
OO6mue TpedoBaHUA:
s cetr ieHTpanIbHOTO Oduca:
. VY4ecTs BRICOKHN TpahuK BHYTPHU CETH O(rca MeX Iy TpymiaMu opuca;
. VYdecTs 0€30MaCHOCTH B CETH;
. VYd4ecTs BO3MOXKHOCTB CETEBOM NeUaTH BHYTPH KaXKA0H pabodeii rpymnmsl (oTaena);
. Joctyn B MHTEpHET
Just cetn punmana:
. Hoctyn x cepBepaM LEHTpaJIbHOrO oduca;
. VYuecTb BBICOKHUI TpaMK BO BHELIHIOKO CETh;
. VYu4ecTb 10cTaTOYHO HU3KUH TpaduK BHYTpH ceTH (uinana;
. CeteBas nedaTh Meay paboYNMU IpyniamMu (uimana;
. JlocTyn B HHTEPHET;
Jns cetn SOHO:
. Joctym k cepBepaM IEHTPaIbHOTO oduca;
YdecTb BBICOKHH TpauiK BO BHEIITHIOIO CETh;
VYuectb foctarouHo HU3KKM Tpaduk BHyTpH cetn SOHO;
Joctyn B UHTEpHET;
CoBMeCTHBIH JOCTYII K (haiiiaam;
Coaep:kaHue A0MALIHEro 3aIaHUs

BBenenue ¢ onucanueM mpooOieMbl ¥ MOCTAHOBKOM 3a1a4n
Cxema L2 Tononorun
duznyeckas cxema ceTn
[Tnan pa3MerieHus akTHBHBIX ceTeBbIX ycTpoicTB ¥ [1K B 31aHnsAX, KOMHATax | T.1.
Br16op maccuBHOTO 000pyIOBaHUS
O06ocHOBaHME BEIOOpA KOMIIOHEHTOB [TACCUBHOTO 000PYIOBAHUS
O6ocHOBaHMeE BBIOOpA cpe/l Iepeiaun
OmnpeneseHre CyMMapHOH JTHHBI KaOeJIbHOTO 000y I0BaAHHUS
OmnpeneneHne CyMMapHOTO KOJIMUECTBA TACCHBHOTO CETEBOI'0 000PYI0BaHUS
Pacuer cromMocTn maccuBHOTO 000pYyI0BaHUS
Cxema L3 Tononorun
Jlorunueckas cxema cetu
Cxema azspecannu
Br160op npomnyckHOM CHOCOOHOCTH BHEITHUX KaHAJIOB CBsI3M U MIHTepHET-ipoBaiiiepa
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Br16op nporpaMmHOro odecneyeHus CepBEPHBIX MPUIIOKEHUI CO CPAaBHUTEIBHBIM aHAIN30M
Br160p omeparioHHOM CHCTEMBI CEPBEPHOTO 000y TOBAHUS

Br16op akTHBHOTO 000pyIOBaHHS

O6ocHoBaHMEe BEIOOpA COCTaBa aKTHBHOTO 000PYIOBAHHS

O6ocHoBaHME BEIOOpa MAPIIPYTH3ATOPOB

ObocHoBaHME BEIOOpa KOMMYTAaTOPOB paboder TPYIIBI

Ob6ocHoBaHME BEIOOpAa KOMMYTAaTOPOB arperauy 1 11pa

O06ocHOBaHME BEIOOpA CEPBEPHOTO 000PYAOBAHUS

Pacuer cToMMOCTH aKTHBHOTO 000PY10BaHHS

Hacrpoiika akTHBHOTO 000pYJOBaHMS

TwurnoBas HacTpoiika KOMMYTaTOPOB PA3JIMYHOTO YPOBHS JOCTYIIa

Hacrpoiika MapipyTu3aTopoB (MHTEpQelchl, TaOIUIBI MapLIPYTH3ALUH)

Cxema 6e3omacHOCTH

[IpemnoskeHHOE perIeHne mo 0e30macHOCTH CeTH (CXEMBI, YCTPOMCTBA, IIPaBHiIa, MOTUTHKA U T.1.)
ObocHoBaHMEe BEIOOpa anmapaTHOH WITH MIPOTPAMMHOM 3alIUTHl CETH

CHHCcOoK MpaBwJI ¥ NOJIUTHK OE30MaCHOCTH B alllapaTHBIX MIIM MPOTPAMMHBIX yCTPOHCTBAX

0€e30IacHOCTH
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13.
14.
15.
16.
17.
18.
19.

20.
21.

22.
23.
24.
25.
26.
27.
28.
29.
30.

31.
32.

Cucrema naposieil Ha akTHBHOE CETeBO€ 000pyJOBaHUE

INpouure HacTpoiiku OGe301aCHOCTH

Pacuer ctoumocTu obecniedeHus 6€301aCHOCTH CETH
MonenupoBaHue IPOEKTUPYEMOH ceTn

Pacuer o01eif CTOMMOCTH MPOEKTUPOBAHKS U Pa3BEPTHIBAHUS CETH

IlepeyeHs BONPOCOB K AOMALIHEMY 32/1aHHIO
(OIIK-1-31, ITK-1-31, OIIK-1-32)

OCHOBHBIE KOMIIOHEHTHI CETH.

Kitaccudukanus koMnbroTepHbIX cereil (J{aTh onucanue ¢ mpuMepaMu KaxaoMy KiIaccy).
Tomnonoruu KOMNbIOTEpHBIX cucTeM. (OCHOBHBIC pa3IMYHsl, IUTFOCHL U MUHYCBHI).

CereBas Mmozens OSI. Onpenenenue. OnucaTs ypoBHH.

OTtnmnune GU3MYECKO afipecaliy OT JIOTUUECKOHN apecalii.

Kanp. ®opmar kaznpa Ethernet.

Buabt u rpynmsl KoMMyTaTopoB. OCHOBHBIE OTJINYHSL.

Tumer uaTepdeiicoB kommyratopos (GBIC, SF, SFP+, XFP).

[NonsTre M GYHKIMHA KOMMYTHPYIOIIEH MaTPHIIBI.

. ApXuTeKTypa KOMMYTHUPYOIINX MaTPHII.
. XapaKkTepuCTHKH, BIMSIOINE HA TPOM3BOAUTEILHOCTE KOMMYTATOPOB.
. Kimaccumkanns KoMMyTaTopoB 110 BO3MOXKHOCTH YIIPaBJICHUs (HEYNpaBisieMble, yIpaBiIsieMble,

HacTpanBaemble). CpeacTBa ynpaBieHUsS! KOMMYTaTOPaMH.

[TonsTne BupTyasisHON TOKanbHOM ceTr. Tumsr VLAN.

KomMmyTtaTopsl. MapkupoBaHHbIE 1 HEMAPKUPOBaHHbIE MOPTHI.

Kommyraropsr. Cratnueckue u nuHamudeckrne VLAN.

IIpotokon GVRP (GARP VLAN Registration Protocol). [lonsiTue u Ha3HaueHue
KommyTtatopsl. Otnnaune Gynkmmu Port-based Q-in-Q ot Selective Q-in-Q.

Kommyratopsr. CermenTanus tpaduka. I e npuMeHsieTcst, OCHOBHbBIE PEUMYIIECTBA.

Cern. Pa3zHOBHAHOCTH ITPOBOAHOM CBS3M (BHUTAas Iapa, ONTHYECKOE BOJIOKHO). [IpenmymiecTBo u
HEJOCTATKH.

Certu. [Tonsatue Ethernet. Vicropust pasButus. Buns! rexnonoruit Ethernet.

O6opynoBanue 1uis mpoBoaHbIX cetell Ethernet. CeTeBoit koMMyTaTop, MapIIpyTH3aTOP, MEXKCETEBOH
skpad. OnpeneneHue U OTAUYUSL.

BecnipoBotHBIE TEXHOJIOTHH KOMITEIOTEpHBIX ceTeld. Wi-Fi. CTaHaapThl, XapaKTePUCTHKH.
Pexwmet pabotsl yerpoticts Wi-Fi. (Access Point, AP-client, AD-Hoc, Bridge, Repeater, WDS).
MeTomp! yBenH9IeHUS IPOU3BOAUTEIbHOCTH ceTeit Wi-Fi.

HUcnons3oBanue texnonorunt MIMO u Super-G. [Ipunnumn pa6oTsl. OCHOBHBIE OTIIHYHS.
[porokon ayrearudukanuu 8§02.1x. Crargaptsl 6ezonacaoctu (WPA, WPA2). VPN.

Texuonorus WPS. Onpenenernne. [Tpuniun paboTsI.

MesxceTeBble S3KpaHbI (IPOrpaMMHBIE U allllapaTHbIE). 3a7jaul MEXKCETEBBIX IKPaHOB.

OyHKIIMOHAIBHBIE BO3MOXHOCTH alMapaTHBIX MEXKCETEBBIX 3KpaHOB. [IpenMyIecTBa 1 HEIOCTATKH.
JononnurensHble GyHKIUN MeKceTeBbIX 3kpaHoB. @yHkuus DMZ. ®ynkius Zone-Defense.
Transparent mode
Buptyansnsie yactasle cetdl (VPN). IIporoxonst PPTP, L2TP, IPSec
OCHOBHBIE IPEUMYIIECTBA ¥ HEAOCTATKU MEKCETEBBIX SKPAaHOB




33.

OCHOBHEIE MNpEeUMYyHICCTBA U HECAOCTATKU MEIKCCTCBBIX 3KPAHOB

Taxxe no AUCHUILIUHE pegycMoTpeHo 11 1abopaTopHBIX padoT, CBI3aHHBIX C MOAEIUPOBAHUEM CETEH

nepenaun ganneix (YK-2-31,VK-2-V1,VK-2-B1, OIIK-1-31, OIIK-1-32, OIIK-1-V1, I1K-1-¥1, TIK-1-B1)

1
2
3
4.
3.
6
7
8

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

Taxxe B

32, IIK-

Ilepeyens BoNpocoB k 3a1uTe JJa00PATOPHBIX padoT
(YK-2-31, OIIK-1-32, OIIK-1-31)

Uro Takoe KOMIBIOTEPHAS CETH?

Yro HE0OX0IMMO JUIsl CO3/1aHUsI KOMITBIOTEPHBIX CeTei?

KakoBa ocHOBHas 3a/1a4a, pemaemMast Ipy CO3/1aHUH KOMIIBIOTEPHBIX CeTei?

Kak cnentyer paccmarpuBaTh apXUTEKTYypy KOMIBIOTEPHBIX ceTeit cornacHo mozenn ISO/OSI?
Jlis yero nmpeaHa3HavaeTcsl BEpXHUil (Ce1bMO) YPOBEHb apXUTEKTYPHhI - IPUKIATHON?
KakoBo HazHaueHHe U3NYECKOTO YPOBHS apXUTEKTYPHI ceTei?

Uro Takoe mpoToKoIbI? 11 9ero OHU nperHa3HauYeHBI?

Uro takoe nHTEpEiich?

ITo xakoOMy IPUHIIUITY KOMITBIOTEPHBIE CETH JIENIATCS Ha JIOKAJIbHBIC U TTI00aNbHbIE?
Kakoii koMmmpioTep Ha3bIBaeTcs (ailloBEIM cepBepom?

Kakne cetn Ha3bIBalOTCSI OTHOPAHTOBBIMHU?

Urto Takoe paboyas rpymnmna?

KakoBbl (hyHKIIMHM CUCTEMHOTO aIMUHUCTpaTOpa?

UYro Takoe nutro3sl? Kakumu MOryT OBITH HITIO3BI?

KaxoBbI 0OCHOBHBIE KOMIOHEHTHI JIOKAJIBHOM ceTH?

Uro Takoe pabouue cTaHIUN?

Urto Takoe cepBepsl ceTH?

Yo Takoe Tonojorus cetu?

Kaxue BbI 3HaeTe TOMOJIOrUU ceTeit?

Kakue cymecTBytoT Buibl kKabenei it 00beIMHEHUsI KOMITBIOTEPOB B CETH?

s yero ciy:xut ceteBast kapra?

UYro Takoe TEXHOJIOTHUsI KIMEHT-cepBep?

JI71s1 4ero CiyKUT MEXCETeBOU FKpaH?

UTto Takoe KOHLIEHTPATOP?

Urto Takoe MapmpyTuzaTop?

XO0JIe OCBOCHHUE JUCIUIUINHBI 00yJaroniecs BRIIOIHIIOT 6 mpakTudeckux pador (OIIK-1-31, OIIK-1-
1-31, IIK-1-B2) ces3anaeix ¢ BBeneHueM mnocTtpoeHuss CKC m mepBHYHON HACTPOHKH CETEBBIX

PEKBU3UTOB pa60q1/1x CTaHHI/Iﬁ

IlepeyeHb BONPOCOB K 3aILHMTe NPAKTHYCCKUX 3aHITHI
(OIIK-1-31,0I1K-1-32,I1K-1-31)
ITpunammme! noctpoenuss CKC?
Kaxkwne Buanl kabeis ObIBaroT?
Kak npaBunbpHO 00)KHMaTh BUTYIO Tapy?
CranaapThl 00’)KMMa BUTOW Hapbl?
Turbsl KOHHEKTOPOB?
Kak HactpauBats cetb B Windows?
Kak HacTpauBath ceTb B Linux?
Yro Takoe poserka RJ-45?
9. Uewm otnmuaercs 4-mapHBIX Kaberb OT 2-T1apHOTO?
10. JnarmocTuka KadecTB 00kuMa Kadeis?
11. Buner nacTpymMenToB st moctpoeHns CKC
12. OpraHuzanus ceTH U3 HECKOIBKIX KOMITBIOTEPOB
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5.3. OueHo4YHbIe MATEPHAJIBI, HCIOJIB3YeMble /LISl IK3aMeHa (onucaHue OWJIeTOB, TECTOB U T.I1.)

DK3aMeH He NPeyCMOTPEH

5.4. MeToauKa OLEeHKH OCBOEHMSI U CIUILIHHbI

Ne Bun Kpurepuii Ounenka
n/n OLICHOYHOI'0
cpeacTBa
1 Brinonnenue u Bce 3agaum gomaimiHero 3aiaHusi BBINOJHEHBI 0e3
3alKUTa JOMAITHUX OIIMOOK, 100 C HENPUHIIMINAILHBIMHM OINITHOKAMU, «3aurenoy




3amaHuit HE BIUSIOMNMH Ha (PU3NUECKYIO CYTh pPe3ysbTara
3agaHKie HE  BBHIMNOJHEHO  IOJHOCTBIO, JHOO
BBINIOJIHEHBl HE BCE 3aJaud, MO0 B pEIICHUH
JOMYIIECHBI CYIECTBCHHBIE omuoKH, «He 3aureno»
HEWCNpaBIeHHbIE  mociie  cobecemoBaHMs €
IIpernoiaBaTeaeM
2 YcTHbIi onpoc 1o OOy4aroIuiicst yBepeHHO U IIPaBUIBHO OTBEYAET HA
MaTepnagaM BorflpocriJl e i «3auTeHo»
1a00paTOPHBIX U OOyuaromuiics He BEpHO OTBEYAET HA BOIPOCHI
MPaKTHUECKUX «He 3auteno»
3aHATHI
6. YYHEBHO-METOJUYECKOE 1 HH®OPMAIIMOHHOE OBECIIEYEHHE
6.1. PekomeHnayemasi Jutepatypa
6.1.1. OcHoBHas JUTEpPaTypa
0O003Ha ABTOpBI, 3arnaBue bubéanorexa HM3narenbcTB
YeHHne COCTABHTEIH 0, TOJX
JT1.1 Omucdep B. T’ Komnsrorepusie HTB CTU HUTY «MUCuC» CIIb. : ITutep,
CETH. 2009
[Ipunuunel,
TEXHOJIOTHH,
TIPOTOKOJIBI :
yaeOHOE
nocobue
112 Martsm C.A. Wndopmanmonn OBC «YHuBepcuTeTcKast OnOIMoTeKa OHIANH Mocksa ;
BIC TEXHOJIOTUHU URL: bepnun :
YIpaBIICHHUS : http://biblioclub.ru/index.php?page=book&id=298184 Jupexr-
KypC JICKIHH Menua, 2014
J113 AnpoxuHa Wndopmanmonn OBC «YHuBepcuTeTcKas OnOIMoTeKa OHIANH Kewmeposo :
O0.1. o- URL: Kemeposckuit
Bacanaesa O.I'. | ananuTHueckue http://biblioclub.ru/index.php?page=book&id=227684 rocy/1apcTBeH
CHCTEMBI U CeTH HBII
: yueGHOE YHHBEPCUTET
nocobue KyIBTYpHI U
HCKYCCTB
(KemI'YKN),
2010
6.1.2. JlonoiHuTe/IbHASL JINTEPATYpa
O603Ha ABTOpBI, 3arnaBue Bbub6anorexka HNzpaTtenbcTn
YeHue COCTABHUTEH 0, TOJX
21 AIL Beruncnurenss HTB CTU HUTY «MHCuC» M.:
[TsaTubpatos, bI€ CHCTEMBEI, KHOPYC,
JLIL. T'yznsrxo, CETH U 2013
AA. TEIEeKOMMYHHUKa
Kupuuenko 1y : YueGHoe
nocobue
6.1.3. Metoaunueckue pazpadoTKu
0O603Ha ABTOpHI, 3arnaBue bubmmoreka WznarenbcTBO
YEHHE COCTABHUTEIHN , TOXL
J3.1 ConoBneB Metoandecku https://Ims.misis.ru/enroll/3CM6GT
AIO € yKa3aHus 1o
BBINOJIHEHUIO
NPAKTUYECKUX
pabor
J13.2 ConoBneB Metoandeckue https://Ims.misis.ru/enroll/3CM6GT
A.1O yKa3zaHHUs
I
CaMOCTOSATEIb

HOW pabOThI
o




BBITIIOJIHEHUIO
13
J33 CosoBbEB Metoandeckue https://Ims.misis.ru/enroll/3CM6GT
A.JIO yKa3aHus 1o
BBIIIOJIHEHUIO
1a00PaTOPHBIX
pabor
6.2. IlepeuyeHb pecypcoB HHOPMALIMOHHO-TeJIEKOMMYHHKANMOHHO¥ ceTn « MHTepHET»
91 OTkphiTOE 00pa3zoBanue [ DIeKTpOHHBIN pecypc]: https://openedu.ru/
D2 LMS Canvas [3nekrponHsIi pecypc]: https://lms.misis.ru
6.3. [lepeueHb MPOrpaMMHOro odecrneyeHns
II1 Microsoft Windows
112 Microsoft Office
113 GNS3 (cB060HO pacpocTpaHsIieMOe IPOrpaMMHOE 0OecTieueHHe)
6.4. TIlepeyeHb nHGOPMANMOHHBIX CIPABOYHBIX CHCTEM H NMPodeccHoHANbHBIX §a3 JaHHBIX
nil eLIBRARY.RU - HAYUHASA OJIEKTPOHHASA BUBJIMOTEKA  [OnekrpoHHbll  pecypcl:
https://elibrary.ru/
7. MATEPUAJIBHO-TEXHUYECKOE OGECIIEYEHUE
7.1 Aynutopust Ne406
«JIabopaTopus NPUKJIAJHOTO NPOrPAMMHPOBAHUD)
[Tepeuenb ocHOBHOTO 000pYHOBaHUS, y4eOHO-HATIISIHBIX IIOCOOMI:
. MOHUTOD - 9mIT.;
. MEepPCOHANBHBIN KOMIBIOTED - IIIT.;
. HIPOEKTOD;
. 9KpaH HaCTECHHBI;
. YCWINTENb-PACIPEACIIUTEND;
° KOMIUTEKT y4eOHO! MeOenn Ha 25 mocaIouHBIX MECT.
7.2 Aynutopus Ne306

«KaOuHeT 1151 caMOCTOSITEJIbHOW PadoThD»

MIPOEKTOP;
JI0CKa;

9KpaH HAaCTEHHBIH;

KOMIBIOTEp — 6 IIT.;

. KOMIUIEKT yueOHoi Mebenn Ha 20 uesioBex.

B momerennu 11 caMOCTOSTENBHON pabOThl 00YJIAIOIIIXCS
nMeeTcs MOAKIIoYeHNe K ceTr «VIHTepHeT» H JOCTYI B
ANEKTPOHHYIO HHPOPMAIMOHHO-00pa30BaTEIBHYIO CpEay
OpTraHW3aIHH.

[lepeyeHb OCHOBHOTO 000pPYIOBaHUSA, YI€OHO-HATISIAHBIX TOCOOMIL:

8. METOAUYECKHUE YKA3AHUA JUIA OB YYAIOIIUXCS IO U3YYEHUIO JUCIMITJIMHBI

[IpomesxkyTouHas aTTecTalus 1Mo TUCHUIUIMHE MPEIYCMOTPEHA B BUJIC 3a4eTa
OO0yueHue IPOBOJUTCS B OMH CEMECTP U OPTaHU3YEeTCsA B COOTBETCTBUH C HAacToswIel nporpaMmoid. CamMocTosiTebHas
paboTa CTyIEHTOB OCYIIECTBIISACTCS ¥ KOHTPOJIUPYETCS C TOMOIIBIO:

— UHJMBHUYAIBHOTO ONPOCa CTYACHTOB IIPHU 3aIIUTe IPAKTUYECKUX PadoOT U J1ab0paToOpHBIX padoT
— CIauM JIOMAIITHUX 3aJJaHui
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