MUHUCTEPCTBO HAVKU 1 BBICIIET'O ObPA3OBAHMA POCCHUICKOM ®EJIEPALIUN
CTAPOOCKOJIbBCKUHU TEXHOJIOI'MYECKUU HHCTUTYT UM. A.A. YITAPOBA

(punuan) penepanbHOro rocyAapcTBEHHOTO aBTOHOMHOTO 00Pa30BaTENbHOIO YUPEKICHUS

BBICHICTO 06p830BaHI/I$I
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Pabouvas mporpamMma yTBepKaeHa
peleHreM Y4eHoro coBeTa

CTU HUTY «MHUCHUC»
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Pabouast mporpamma IUCHUTUINHEI

AJIMHUHHUCTPUPOBAHHE B MHPOPMAMOHHBIX CHCTEMAX

3akperuieHa 3a Kadeapoit

HaHpaBJ’IeHI/Ie IIOATrOTOBKH

Kadenpa aBToMaTH3MpOBAHHBIX U HHOOPMAIMOHHBIX CHCTEM YIIPABJIEHUSI

09.03.02 MHpopMaMOHHBIE CUCTEMBI U TEXHOJIOTUN

Hpodums WudopmanmoHHbIe CHCTEMBI U TEXHOJIOTUH

Keanmuduxanus Bakaaasp

dopma 00yueHust QOuHasi
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KonTakTHas pabora 34134134 34
Cawm. pabora 83 8383 83
Yackl Ha KOHTPOJIb 27 | 27 | 27 27
Hroro 144|144 (144 144
I'ox Habopa 2020 .
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IIporpammy cocraBui:
noueHT Kad. AVICY, kaHANAAT TEXHIYECKUX HAYK
ConoBseB AHTOH FOpbeBHY

Honoxcnocmo,yu.cm., yu.368 ®UO  noanocmoio noonucs

Pabouyast mporpamMma JUCIUILITHHEL
AJIMUHHUCTPUPOBaHNE B MH(GOPMAIIMOHHBIX CHCTEMaxX

HaumeHoeaHue

Paszpabotana B cootBercTBUM ¢ OC BO HUTY «MUCHUCH»:

CaMOCTOSITeTbHO ~ YCTaHABIMBAeMBIH 00pa30BaTENbHBIA CTaHAAPT BBICIIETO OOpa30BaHUS OakamaBpuaT
@denepanbHOE  TOCYJAapCTBEHHOE  aBTOHOMHOE — 00pa3oBaTeNbHOE — YUPEXKICHHE  BBICIIETO  00pa30BaHUS
«HanuonanbHbIN HccIenoBaTeNbCKUi TexHonorndeckuit yausepcurer « MUCHCy» o HampaBlIeHUIO MOATOTOBKH
09.03.02 Nudopmanmonusie cucteMsl 1 TexHosorud (mpukas ot 05.03.2020 r. Ne 95 0.8.)

CocraBneHa Ha ocHOBaHMHY ydeOHOro uana 2020 roxa Habopa.

09.03.02 b opMaITMOHHBIC CHCTEMBI U TEXHOJIOTHH,
IIpodwmie: HMHbOpMaMOHHBIE CHCTEMbl W TEXHOJIOTHH, yTBepXkaeHHOro YdeHsiM coBetoMm CTHU HUTY
«MUCHUC» 22.06.2020 r., npotokon Ne 23.

Pabouast nporpamma ogoOpeHa Ha 3aceaHuu kadeapsl ABTOMaTH3UPOBAHHBIX M HHPOPMAIMOHHBIX CHCTEM
YIIpaBICHUS

[Tporoxkomn ot «24» mast 2023 r. Ne 3

H.o. 3aB. kadenpoit AUCY J.A. [onenienko
abbpesuamypa HaumMeHoBaHUs Kagheopul noonucs H.0. ©amunus
«24» mas 2023 1.
Pykosogurens OITOITI BO
W.o. 3aB. kad. AUCY, KaHIMIaT TEXHUYECKUX HAVK,
JIOLIEHT JI.A. Tlosrenenko
noonuce HU.0. ©amunus

«24» man 2023 1.



1. HEJIX OCBOEHUSA

Henp pucumniunHel — GOpMUPOBAHUE TEOPETUUESCKUX 3HAHUM B 00JIACTH YIpaBJICHUS HHYOPMAIIHOHHBIMU
pecypcaMyl CHCTeM H ceTell U 0TpaboTKa yMEHUH M HaBBIKOB CAMOCTOSTEIIBHOTO HCIIOJB30BAHHS OIEPALHOHHBIX
CHCTEM, HHCTPYMEHTAJIBHBIX NIPOrPAaMMHBIX CHCTEM, CETEBBIX CIYXO M 000pYyHZOBaHHS Ul aAMHUHUCTPUPOBAHUS B
MH(OpPMaLMOHHBIX CHCTEMAX.
3aj1a4u AUCIMIUIMHEL:

Hayuutb 00y4arommxcsi COBpeMEHHBIM cpelicTBaM agMuHuctpuposanus 1C;

Hayuutb 00y4aromuxcsi aBTOMaTH3alMy TUIOBBIX 33/1a4 a/IMUHUCTPUPOBAHUS;

Hayuutb 00y4arommxcsi nojb30BaThCsl TUIIOBBIME CITy>k0amu i1t pyHKumoHupoBanus MC
Hayunts o0y4arommxcss coBpeMeHHBIM criocobam 3amuTsl 1C

2. MECTO B CTPYKTYPE OEPA30OBATEJIbHOM TIPOT'PAMMBbI
Yacts OIIOI BO | B1.B.JIB
2.1 TpeboBaHus K NpeIBapUTEIbHON NOATOTOBKE 00y4alomuxcss —
NpealIecTBYIOIHE THCIUILTHHBI
2.1.1 | OmepanrioHHBIE CHCTEMBI

2.1.2 | NHDOKOMMYHHKAIIMOHHBIE CHCTEMBI U CETH

2.2 JUCOUIINHBI M MPAKTUKH, JUISE KOTOPBIX OCBOEHHE TAHHOM THCIMIIMHBI HE00X0HMO KaK
Tpe/IecTBYIOLIee:
2.2.1 | NudopmarmonHas 6€30MacHOCTh

3. AHIAUKATOPHI ®OPMUPOBAHW S KOMITIETEHIIU,
COBMEMIEHHBIE C PE3YJBTATAMMU OBYYEHNSA IO JUCIUIIJIMHE

YK-3:

Crnoco0eH: - NPOEKTUPOBATH U pa3padaTbiBaTh NPOAYKIMIO, IPOLECCHI H CHCTEMbI, COOTBETCTBYIONIHE
npoduiio o0pazoBarebHON NPOrpaMMbl; - BbIOUPATH U IPUMEHSATH COOTBETCTBYIOLIME METOAUKHU
MPOEKTHPOBAHNS M Pa3padoTKH, BKIKYAsl NepegoBble MeTOAbI H TEXHOJOTHH

3HaTh: VYK-3-31—-
3HATh COBPEMEHHbIE MMPHUHIIMITBI, BUIbI, 33/1a41 8 [MUHUCTPUPOBAHMUS HHPOPMAIIMOHHBIX CHCTEM

OIIK-5: CriocofeH HHCTAJLIMPOBATH MPOrPAMMHOE M ANIMIAPAaTHOE o0ecnevyeHne 1 HHPOPMATHOHHBIX U
ABTOMATH3HPOBAHHBIX CHCTEM

Bnagers OIIK-5-B1— Brnagers HaBBIKOM pa3BepTHIBAHMA THIOBBIX cIyx0 amst UC;

OIIK-7:
Cnoco6eH ocylIecTBIATH BLIOOP MIAaT(HOPM H HHCTPYMEHTAJIbHBIX NPOrPAMMHO-ANNAPATHBIX CPEACTB A5
peajaun3anuu HH(])OpMallPIOHHle CUCTEM

3HaTh: OIIK-7-31—
3HaTh PYHKIIUH U TPOLECAYPHI aIMUHUCTPUPOBAHMS HHPOPMAIIMOHHBIX CHCTEM LIS
aJIMAHUCTPUPOBAHUS HH)OPMAITMOHHBIX CUCTEM

Banets: OIIK-7-B1— BrnajeTs HABEIKOM aBTOMATH3alMN PYTUHHBIX 33724

IIK-1 YuacTBOBaThH B padorax no:

e J0BOJKE U OCBOCHHI0 HH(OPMALNMOHHBIX TEXHOJIOTHH B X0/J¢ BHePCHUS U
IKCIIYaTAMH MH(POPMANMOHHBIX TEXHOJIOIHIi;

e  MOAJEPAKAHUIO PA6OTOCTIOCOOHOCTH HHGOPMALMOHHBIX CHCTEM H TeXHOJIOTHii
B 32JaHHBIX QYHKIHOHAJIBHBIX XaPAKTEPHCTHKAX H B COOTBETCTBHH C
KPHUTEPUSIMH KayecTBa;

¢  YIpaBJIEHHIO MPOrPAMMHO-ANNAPATHBIMHU CPeACTBAMHU HH(POPMAMOHHBIX
cJIy:k0 MH(POKOMMYHUKAMOHHON CUCTEMBbI OPraHU3ALUH;
olecneyeHUI0 6€30MACHOCTH M 1eJIOCTHOCTH AAHHBIX HHPOPMAIIMOHHBIX
CHCTEM M TeXHOJIOTHIi, a TaKKe YCAOBHIA ;KMU3HEHHOI0 MK
HHPOPMAIMOHHBIX CHCTEM;

e  AANTAIMM NPUIOKEHHI K H3MEHSAIONUMCS YCJIOBUAM (PYHKIINOHHPOBAHUS;




¢  AIMHHHCTPHPOBAHHUIO CeTEBOI MOACHCTeMbI HH(POKOMMYHUKAIUOHHO
CHCTEeMBbI OPraHU3ALNH;
Hcnosb30BaTh TEXHOJIOTHH Pa3padoTKu 00beKTOB NPOgecCHOHATBHOM NeITeJIbHOCTH
B Pa3JIMYHBIX 00/1acTAX

3HaTh: [K-1-31—
3HATh METOJIbI KOHTPOJIS TEKYIIEr0 COCTOSHUS HHPOPMAIIMOHHBIX CHCTEM;
IK-1-32—
3HATh METOJIbl HHCTAJUIAINH, IKCILTYATAIIMK ¥ COMPOBOXKICHHS HHPOPMAIMOHHBIX CUCTEM
YMmeTs: I[K-1-Y1-
YMeTh paboTaTh ¢ pa3IMYHBIMU MPOTPAMMHBIME IIPOAYKTAMH U CIYKOaMU JUIs aIMUHUCTPUPOBAHUS
WH(POPMAIMOHHBIX CUCTEM
Brnaners: | [IK-1-B1— BrnaneTs HaBBIKOM pe3epBHOTO KOIMPOBAHUS;
[1K-1-B2— BnageTs HaBBIKOM YCTPaHEHUS] HEUCTIPAaBHOCTEH CUCTEMBI;
TIK-1-B3— BiameTs HaBBEIKOM oOecmieueHNs THIIOBOM ceTeBoi Oe3omacHocTt MC
4. CTPYKTYPA U COAEP KAHUE
Kon HaumenoBanue paznenoB u | Cemectp Komneren- Jlurepatypa
Yacos H 3J1. IIpumeuyanue
3aHATHSA TEeM /BUJ 3aHATHSA/ / Kype 0707
pecypcnbl
Paznen 1. JKusHeHHBIN UK
HC. 3apaun u pyHkumuu
aaMuHucTpupoBanus. Leab
agmMunuctpupoBanus UC
J1.1
Kusuennsrit iukia UC. 3agaun VK-3-31 J1.2
1.1. H pymiit 6 2 OIK-7-31 a3
aaMuHUCTpUpoBanus. Llenn JJ2.1
apmuHucTpupoBanus NUC /nex/ 31
32
JT1.1
J11.2
[IpopaboTka JIEKIHOHHOTO YK-3-31 13
1.2 MaTepuana. CaMoCTOsITeThHOE 6 7 OIIK-7-31 I 2'1
nu3ydeHue jgurepatypsl. /Cp/ 31'
22
Pa3nen 2. AnnapaTtHo-
nporpaMmHuas miargopma
J1.1
AnmapaTHo-TiporpaMMHast 1.2
2.1 nnatdopma /mex/ 6 2 OIIK-7-31 2.1
' IK-1-31 J13.2
21
92
OIIK-7-31
ABTOMAaTH3aLuUs IpoLecca OIIK-7-B1 131
2.2 aJMUHUCTPUPOBAHUS IPU 6 2 IIK-1-B1 ) 1'
nmoMoInu ckpuntos /JIp/ MK-1-32 3
OIIK-7-31
Hasnauenwne 3aganmii B OIIK-7-Bl1 J3.1
2.3 OTIepaIlMOHHON CHCTEME 6 2 [K-1-B1 21
Linux/Ubuntu /JIp/ ITK-1-32 32
24 IIpopaboTka JEKITMOHHOTO 6 20 OIIK-7-31 J1.1
’ marepuaina. [logroroska K OIIK-7-B1 J1.2




J1a00paTopHBIM paboTam. I1K-1-B1 J12.1
CaMoCTOSTEIbHOE U3YUCHHE IK-1-31 J13.1
JmTeparypsl. BoinonHenue [1K-1-32 J13.2
KypcoBoii pabots /Cp/ 31
32
Pazgen 3. CereBoe
agMUHHCTpHUpoBaHue. Buasl
ceTeBoro
aAMHHHUCTPUPOBAHHS.
Texnuveckue cpeacraa
ceTeBoro
aIMUHHCTPHPOBAHUS
CereBoe aIMUHUCTPUPOBAHHUE.
Bunst cereBoro YK-3-31
aIMUHUCTPUPOBAHUS. OIIK-7-31 J1.2
3.1 TexHnueckue cpeacTna 2 [1K-1-31 91
CETEBOr0 aJIMUHUCTPUPOBAHUSL [1K-1-32 32
/nex/
YK-3-31
W3ydenue ocHOB pabOTHI OIIK-7-31 3.1
CVYBJI MySQL B OIIK-5-B1 i
3.2 . 2 €|
ONEPallMOHHOM CHCTEME [K-1-V1 3
Linux/Ubuntu /JTp/ IK-1-B3
MK-1-32
YK-3-31
VYcranoBka BeO-cepBepa apache OIIK-7-31 3.1
33 B cpeae Ubuntu. YcTaHoBka 2 OIIK-5-B1 31'
' cBsi3ku apache2+php+mysql IIK-1-V1 3
/JIp/ I1K-1-B3
MK-1-32
YK-3-31
OIIK-7-31 3.1
34 YcraHoBka u HacTpoiika ftp 2 OIIK-5-B1 91'
' cepsepa /JIp/ [K-1-V1 3
I1K-1-B3
MK-1-32
IIpopaboTka JIEKIHOHHOTO VK-331 J13.1
marepuana. [loaroroska k J13.2
nmabopaTopHEIM paboTam. OIIK-7-31 31
35 20 IK-1-V1
CaMocToATeIHHOE N3YUECHHE 22
JuTeparypsl. BoinonHenue MR-1-B3 JT1.2
o [1K-1-32
KypcoBoit pabotsl /Cp
Paznen 4. MouuTOpHHT
npousBoauteabHocTu UC.
Honnepxka
0TKA30yCTOYMBOCTH.
CucreMbl MOHUTOPHHTA
J1.1
MonuTopHUHT 112
npousBoautensHoctu UC. IK-1-31 113
41 oanepxka 3 MK-1-32 T 2'1
OTKa30yCTOWYHBOCTH. )]
Cuctembl MoHnTOpUHTa /JIek/ 3
42 CpencTBa ceTeBoit 2 [K-1-31 H931'1
' JuarHocTuku /JIp/ I1K-1-B2 3
Pabora ¢ cereBbIM MK-1-31 J3.1
43 AHAIN3aTOPOM ITaKETOB 2 K-1-B2 21
tcpdump /Jlp/ 32
44 IIpopaboTka JIeKIIHOHHOTO 15 [IK-1-31 J1.1
' Matepuaia. [ToaroToska K I1K-1-B2 JT1.2




J1a00paTopHBIM paboTam. J13
CaMoCTOSTEIbHOE U3YUCHHE JI2.1
JIuTeparypsl. BeinonHenue J3.1
KypcoBoii pabotsl /Cp Jd3.2
91
32
Paznen 5. Kourpoanb J1.1
6e3onacHocTi UC u cnocodbl €]
ee odecmevyeHus1 32
KonTtpons 6e3omacHoctu IC n
51 cnocoOrI ee obecneuenns /JIex/ 4 TK-1-31
Pabora ¢ ceTeBbIM SKpaHOM Jd3.1
5.2 netfilter/iptables. Tabmuma 3 IIK-1-B3 €|
filter /JIp/ 22
IIpopaboTka JIEeKIHOHHOTO 1.1
marepuana. [logroroska It 3'2
J1a00paTopHBIM paboTaMm. I1K-1-B3 '
53 15 J3.1
CaMocTosATeIbHOE N3YUCHHE IK-1-31 o)
JUTepaTyphl. BrinonHenue
N 32
KypcoBoii pabotsl /Cp
Paznen 6. CtpaTerum u
MEeTOMNKH
aIMUHHCTPHPOBAHHUSA
CrpaTeruu u METOOUKU VK-3-31 Tl
6.1 2 OIIK-7-31 31
aaMuHUCTpHpoBaHus /JIex/ 3
IIpopaboTka JIeKIHOHHOTO
MaTepuana. CaMoCTOsTeIbHOE VK-3-31 1.1
6.2 H3yYeHHUE JTUTEPATYPHL. 3 OITK-7-31 51
BrImoHeHNEe qOMAIIHETO 3
3aganus. [lonroroBka k
nabopaTtopubeiM paboram/Cp/
Paznen 7. CoBpemMeHHbIE
OpraHu3anMoHHbIE U
TeXHHYECKHE TeHIeHIINI
AIMUHUCTPUPOBAHUS
CoBpeMeHHBIE VK-331 11
71 OpraHH3aIHOHHBIC H 2 OITK-7-31 51
TEXHUYECKHE TCHICHIINU
32
aaMuHUCTpHpoBaHus /JIex/
[IpopaboTka JIEKIHOHHOTO
MaTepuana. CaMoCTOsITeThHOE VK-3-31] 1.1
79 H3y4YeHHUE JTUTEPATYPHL. 3 OITK-7-31 51
BrinonHeHue qomaiiHero ey
3aganus. [lonrotoBka k
naboparopubM pabotam/Cp/
Yace! Ha kOHTPOJIb /KOHTpOIB/ 27 VK-3-31 J1.1
OIIK-7-31 Ja1.2
OIIK-7-B1 J13
OIIK-5-B1 2.1
IK-1-31 Jd3.1
MK-1-32 Ja3.2
IK-1-V1 o1
IIK-1-B1 22
I1K-1-B2

I1K-1-B3




5. ®OHJ OHEHOYHBIX MATEPHAJIOB

5.1. Bonpocsl i1 caMOCTOSITEIbHOI MOATOTOBKH K 3K3aMeHY (3a4€Ty ¢ OLIeHKOil)

Paznen 1. Kuznennstii uuka UC. 3agaun n pynknuu agmunuctpupoBanus. Lleas agMuHUCTPpHpPOBaHUSA
nc

1. Kareropun agmuanctpupoBanus YK-3-31,0I1K-7-31
2. 3amauym anmunuctpuposanus MC YK-3-31,0I1K-7-31
3. Crpykrypa UC. Texuudeckoe u aenoBoe anmuauctpupopanue YK-3-31,011K-7-31

Pa3gen 2. AnnapaTHo-nporpaMMHasi njiatgopma
1. Tlomsarue cepBepa, BUAHI uctonHeHw cepsepoB OIIK-7-31 ,ITK-1-31
2. Tlonstue cepBepHOit KoMHATHI U cToiiku. FOHUTEL. OITK-7-31,1TK-1-31
3. Hawubonee BaxxHBIC XapaKTePUCTUKU cepBepHOTo 000opymoBanms OITK-7-31TIK-1-31

4. Ommbxu npu BeIOOpe cepBepa OITK-7-31,I1TK-1-31

Paznen 3. CereBoe atMuHncTpupoBanue. Buabl cereBoro agMmunucrpupoBanus. TexHuueckue cpeacTsa
CeTeBOro aIMHHUCTPUPOBAHUS

1. Texuomoruu o6maunsix Berunciennit YK-3-31,0I1K-7-31,ITK-1-31, TTK-1-32

2. Ompenenenue gara-mieatpoB YK-3-31,0I1K-7-31,I1K-1-31, [TK-1-32

3.  Ycayrm npenocraBnsemsle qata-niearpamu Y K-3-31,0I1K-7-31,I11K-1-31, TIK-1-32

4. Tlonstue u pyukmun Bupryanusamnm YK-3-31,0I1K-7-31,ITK-1-31, T1K-1-32,

Pa3znen 4. Monutopunr npounssoautensnoctu UC. Iloanep:kka orkazoycroifunBocTn. CucremMbl
MOHHMTOPHHIA

1. OcnoBHble yrunutsel MoruTopunra I1K-1-31, I1K-1-32

2. CymectBymomue cucteMbl MoruTopunra [1K-1-31, TTK-1-32

3. Tpunnun pabotsl cuctem MmornTopuara [1K-1-31, TTK-1-32

4. Cxkpunrst B MoruTopusare [1K-1-31, TIK-1-32

5. VYrmura cron I[1K-1-31, TTIK-1-32
Paspen 5. Koutpous 6esonacnoctu UC u cioco0bl ee odecneyeHust

1. ComnmanpHas HHKEHEepHUs B MOHATHU HH(PopMarmoHHo# 6e3omacHocty [1K-1-31
Buns! yrpo3 uabopMarmoHHoi 6e3omacHocTH (10 dakTopy cpeasr) [TK-1-31
Buns yrpo3 uadopMmarmonHoi 6e3omacHocTH ( o trmam) [1K-1-31
Meps oBbIIeHUS HHpOpMAHOHHO# Oe3omacHocTH [1K-1-31
CBoboanoe 110 T1K-1-31
Hecsoboanoe I10 I1K-1-31

S

Paszpnen 6. CTpaTernu U MeTOAMKH aIMUHUCTPUPOBAHMS
1. Mogpens ayrcopcunTa: Ipeumyinectsa u Hepoctatku Y K-3-31, OIIK-7-31

Horosop SLA YK-3-31, OIIK-7-31

Oyukiun metononoruii ITIL u CORBIT YK-3-31, OIIK-7-31 YK-3-31, OIIK-7-31

«Jloxmnas peiba», «I[Ipodeccronanbroe 6010TO», «OTparkennas 6ob» YK-3-31, OITK-7-31

«Cnemnato 3aBTpa», «Bce camy, «JIroburenu cBepxypounsix» YK-3-31, OIIK-7-31

«bBos13Hb CKa3aTh HE 3HAIO», «YIIyUllleHHe HOBOCTE», «Hepasobpanusie mosets» YK-3-31, OIIK-7-31
«KopmopatuBHas KynsTypa», «HeymecTHbie BOpock», «be3 ckampu 3anacHsix» YK-3-31, OTIK-7-31

O No WD

«OTpbI30K KapaHaamay, «3amnpet KpuTukn», «lIpodnema nokonenuit» YK-3-31, OIIK-7-31

Pa3gen 7. CoBpeMeHHbIe OPraHu3alMOHHbIE H TeXHUYECKHE TeHIeHIMH aAMUHUCTPHPOBAHUSA
1. Tlonsrue TaiiM-mMeHepKkMeHTa. bopwOa ¢ npepsiBanusivu YK-3-31, OITK-7-31

Cucrema 1k B TaiiM-MeHexMenTe YK-3-31, OIIK-7-31

Toxnepsxka 3¢ GeKTHBHON MHOT03a1a9HOCTH B agMuHucTprupoBanun YK-3-31, OIIK-7-31
Bopeba ¢ nepensdbiTkoM 3amay YK-3-31, OIIK-7-31

HcxitoueHne HeTIpOU3BOANTEIBHBIX 3aTpaT 1o BpeMeHu. ABromaruzanus YK-3-31, OIIK-7-31

akrwn

Ilepeyens THMOBBIX 3224 VIS IK3aMeHAa
( OIIK-7-B1)
Hanwcats ckpunt KonupoBaHus (aiioB U3 OJJHON TUPEKTOPUH B APYTYIO
Hanwucats ckpunt , co3aaroniuii nanky ¢ TeKyuiei garou
3. Hamucate CKpUIT, KONMPYIOUIUHA JUPSKTOPHIO U3 OJHOU B IPYIYIO

N =




NG A

Hamnucate ckpunt, BeIBOASIIMIT HHPOPMALIHIO O CHCTEME

Hammcats ckpunt, KOTOpBIi UILET (a1 Ha JKECTKOM JTUCKE

HanucaTs ckpunt, BEIBOASIINI COEpKUMOE KaTanora

Hamncatbs ckpunT, KOTOPHBII HUIIET HYXKHYIO CTPOKY B TEKCTOBOM (aiiie
Hammcats ckpunT, BRIBOISIIUI MH(OPMALIIO O TIpoIieccax IMoJib30BaTeNs

Hanmcats CKpHIIT, KOTOpLIﬁ BBIBOJIUMT I/IH(l)OpMaIII/IIO 0 BCEX Iponeccax

5.2. IlepeueHnb padoT, BHINOJIHSIEMbIX 10 JUCHUIJIHHE

Mo qUCHHMILIAHE TIPEIYyCMOTPEHa KypcoBas paboTa: «Y CTAHOBKA M HACTPOIKA Pa3IHYHBIX CePBEPHBIX
npuaoxennii» (ITK-1-B1,I1K-1-B2,ITK-1-B3, OIIK-5-B1, OIIK-7-B1)
3aganne:

1.

2.

Heobxoaumo mMeTh IBe omepaioHHbie cuctembl Ubuntu. Bocrmomb3yiiTech n160 KOMOBIOTEpaMH B
yueOHOM ayTUTOPHH JINOO YCTAaHOBUTE JJBE BUPTYAJIbHBIE MAILIHBI U 3aIIyCTHTE UX OJJHOBPEMEHHO.
JloGeiiTech CBSI3U MO CETU MEXKY JIByMs ONIEPallMOHHBIMUA CHCTEMaMH.

OpnHa U3 ONepaIoOHHBIX CHCTEM OyJeT BBICTYNaTh B KaueCTBE cepBepa, Apyras B KauecTBe KiueHTa. Ha
CEPBEPHYIO ONEPAIOHHYIO CHCTEMY YCTaHOBUTE MIPOrPaMMHBIN IPOIYKT COTIACHO BallleMy BapHaHTY.
[Tocne ycTaHOBKHM, HACTPOWTE Balll MPOTPAMMHBIN MTPOMYKT B 3aBUCHMOCTH OT TOT0, Kakol (pyHKIMOHAI
OH BBITIOJTHSET.

C xmentckoit OC HE0OX0AMMO TPOBEPUTH PabOTOCIIOCOOHOCTh CEPBEPHON YACTH, MOAKIIOUMBIINCH K
HEl ¥ B abHEHIIIEM BOCIIONB30BATHCS €€ (PYHKIIMOHAIOM.

Bapuanrtbi

©CoOoNOOR~WNE

YcTaHOBKa M HACTPOIKa MOYTOBOTO cepBEpa

YcranoBka u HacTpoiika cucteMbl SNORT

YcranoBka u HacTpoiika DNS-cepBepa

Ycranoska u HacTpoiika DHCP-cepsepa

YcTaHOBKa M HACTPOHKa VPN-TYHHEIS C UCIOJIb30BaHUEM ITPOrPaMMHOTO MPOAYKTa openvpn
YcTaHoBKa 1 HacTpoiika cucteMbl Kerio

YcTaHOBKA M HACTPOHKA CHCTEMBI 00JIAYHOTO XPAHIUIUINA

VYcraHoBka 1 HacTpoiika cucrembl Bacula

YcTaHOBKa 1 HAacCTpoOHKa cucteMbl Squid

0. Ycranoska u HacTpoiika cepsepa Direct Connect

1. VYcraHoBka u HacTpoiika cuctemsl Joomla

12. VcranoBka u HacTpoiika cuctemsl Drupal

13. VYcranoBka u Hactpoirika CYBJI postgresql ¢ Bo3moxHOCTRIO BeO-mocTyma k CYB]]
14. YcraHoBKa u HaCTPOHKa CHCTEMBI Nagios

15. YcraHoBka u HacTpoiika ssh-cepepa

16. VYcranoBka u HacTpoiKa cucteMbl zabbix

17. YcrtaHoBKa M HaCTpOHKa CHCTEMBI Opennms

18. YcraHOBKa M HACTPOIKA TOPPEHT-CEPBEPA

19. YcraHoBKa u HacTpoiika jabber-cepsepa

20. YcraHOBKa M HACTPOWKA CUCTEMBI cacti

21. YcranoBka u HacTpoiika VNC-cepBepa

22. YcraHoBka u HacTpoiika SMB-cepBepa

23. YcraHoBKa M HacTpoiika ftp-cepBepa ¢ BO3MOKHOCTBIO yJaJIeHHOTO MOAKIIIOUEHHs depes J1to0oi ftp-
KIIMEHT

RBoo~NokrwdE

IlepeyeHb BONPOCOB K 3allUTe KYPCOBOii padoThI
(YK-3-31, OIIK-7-31, I1K-1-31, TIK-1-32)
Yto Takoe BUpTyanu3anus
Kaxk cBs13aTh 1Be BUPTyaIbHBIC MAIIHBI
Kakwne cymiecTByroT CHCTEMbI MOHHTOPHHTA
[MpuHIMI KIHEHT-CepBEPHOI TEXHOIOTUI
ToncTelil U TOHKUM KIMEHT
Kax yarie Bcero KOHQUIypUpYIOTCs pa3IMIHbIE CEPBEPHBIC MTPUIIOKECHHS
Yro Takoe nopr
Yro Takoe aapec JOKaIbHOH MeTIn
Kaxkwue Ha Bamn B3I CYHIECTBYIOT YCTAPEBIINE IIPOTOKOJIBI

Take mno nucnumiuuHe mpeaycmorpeHo 8 maGoparopusix (ITK-1-B3,ITIK-1-B1,IIK-1-B2,IIK-1-31,YK-3-
31,01IK-7-31,0I1K-5-B1,11K-1-V1,I1K-1-32,0I1K-7-B1) cBs3aHHBIX C HACTPOMKOH M pa3BepThIBAHUEM
Pa3IMYIHBIX KOMIIOHEHT HE0OX0AuMBIX 171 pabotst IC




IlepeyeHns BONPOCOB K 3amiuTe Ja00PATOPHBIX padoT
(IMK-1-31, YK-3-31, OIIK-7-31, [IK-1-32)

1. Yo Takoe ckpumt?

2. K kakoMmy Kiaccy si3bIKOB OTHOCHTCS 51361k bash?

3. Yem OTIHYACTCS HHTEPIPETUPYEMBIH S3bIK OT KOMITHIUPYEMOT0?
4. Uro takoe yTuimTa Cron?

5. Yro Takoe Beb-cepBep?

6. UYro Takoe BUPTYaJIbHBIN XOCT?

7. Jlns dero HyxeH npotokon ftp?

8.  Kakoii BeO-cepBep BBI HCIIONIB30BANH B JIAOOpaTOpHOI padoTe?
9. IpeumymectBa BeG-cepBepa apache2 Hax oCTATBHBIME

10. s gero HyxxHa yrunura phpmyadmin?

11. Yro Takoe cauddep?

12. Kakoii cHugdep BBl HCHONB30BaIH B JTaOopaTopHOil paboTe?
13. Kak or¢unsTpoBaTh Tpaduk 1o nopry?

14. Kak or¢pmisTpoBaTh TpaQUK MO NIPOTOKOTY?

15. Yo o3nauaet komanga echo?

16. Yro Takoe iptables?

17. Kakue nenouku npasui B iptables Ber 3naete?

18. 3a uro orBeuacr kiarou —| B iptables?

19. Kakue yTHIIMTHI pe3epBHOTO KOMMPOBaHUs 0a3bl TaHHBIX B MYS| BEI 3HaeTe?
20. Kak obo3Hauaetcs mepeMenHas B s3bike bash?

21. Kak 3aaetcst BHELIHSS IIepeMeHHas B s3bike bash?

22. T'ne xpansarcs KoHpUTypanroHHbIe (aiins! B apache?

23. T'ne xpansrcs Qaitnsl HacTpoiku VsStpd?

24. Yo o3Hayaet ko4 —S B iptables?

25. UYro o3navaer kiarou —d B iptables?

26. UYro o3HavaeT kiarou —p B iptables?

27. Yro o3Hauaer kiarod —A B iptables?

28. Yro o3Hauaer kiarou —D B iptables?

29. Kakue KOMIIOHEHTBI HeOOXOAUMBI Ut yTHIUTEL phpmyadmin?
30. Ha xaxom mopTty paboTaet Beb-cepBep?

31. Yro Takoe mopt?

32. Tlo kakum moptam paboraer nporokon ftp?

33. Uewm ommmuaercs aeiicteue DROP u Reject?

34. TlpuBeaure mpumep 3armucu B Cron?

35. Yrto takoe ytimmta ipconfig

36. Kak 3anath ceTeBble HACTPOUKHU

37. T'ne xpaHsTcsi ceTeBble HACTPOUKHU?

38. UYro 3HAYHT NOIHATH WU OIYCTUTH HHTEpdeiic?

39. Yro Takoe yruimta route?

40. Kak mpormmcarp IITH03 IO YMOITYaHUIO

41. Yro nmenaer yrunuta nslookup

42. T ne xpansarcs Hactpoiiku [THC-cepsepa?

5.3. OneHoYHbIe MaTepPHaJIbl, HCIOJIb3YeMble /s IKk3aMeHa (onucaHue OUJIeTOB, TECTOB H T.I1.)

DK3aMeHalMOHHBIN OHJIeT BKIIOYaeT B ceOsi (yHIaMEHTAJbHBII TEOPETHYECKHI BONPOC W NMPHKIAAHON TEOPETHYECKH
BOIIPOC M3 YCTAHOBJICHHOT'O TEPEYHS KOHTPOJBHBIX BOMPOCOB, HCIOJIB3YEeMBIX NPH (HOPMHPOBAHHU SK3aMEHAITMOHHBIX
OWJIETOB P OIEHKE 3HAHUH 00YYaIOIMXCs Ha SK3aMeHe M0 TeMaM, U3JI0KEHHBIM B pa3zaenax 1-7 mannoit PIT/I.

IIpumep 3K3aMeHAIMOHHOTO OMIIeTa:

MUHUCTEPCTBO HAYKU 1 BBICILIET'O OBPA3OBAHIS POCCUNCKON OEJIEPALIU
CTAPOOCKOJIbCKHAM TEXHOJOIMYECKHAA HHCTUTYT um. A.A.Yrapopa
(punman) penepanbHOro rocyJapcTBEHHOT0 aBTOHOMHOT'O 00Pa30BaTEIbHOTO YUPEIKACHHS
BBICIIIET0 00pa3oBanus «HalnoHANBHBIN HCCITEIOBATEILCKHUI
TexHonorndeckuit yuusepceuter « MUCuCy»
Kadeapa «ABTOMATH3HPOBAHHBIX U HH(POPMALMOHHBIX CHCTEM yNPaBJIEHHUSD)
090302 HupopmanmnoHHbIE CUCTEMbI H TEXHOJIOTHH
Mpo¢puas — MadopMaoHHBIC CHCTEMBI H TEXHOJIOTHH

IlI/ICLII/IH)II/IHa «A_EMI/IHI/ICg l;g;;msa}me B I/IHggOHMaEI/IOHHLIX CHUCTEMAX»




SK3AMEHAIITHOHHBIH FHJIET e 1

1. Tlousrtue cepBepa, BUIbI UCIIOIHEHHH CEPBEPOB
2. Jorosop SLA
3. Hamucatp ckpunT, KONMUPYIOLUIMHA TUPEKTOPUIO U3 OJTHOH B IPYTyIO

SK3amenamop A.JO. Conoeves

Ymeeporcoeno na zacedanuu kagpeopor AUCY

[Ipotoxomom Ne_ ot 2020 .

3aseoyrowguii kagheoponu AUCY A.H. I'nywenxo

Bunerst B Oymaxnom Buae xpanarcs Ha kKadenpe AMCY u yTBepKAEHBI ee 3aBeAYHIOIIUM (WM 3aMECTHUTENIEM 3aB.
Kageapoit).
5.4. MeToauKa OLlEHKH OCBOCHHUS U CHUIIHHbI
Ne Bun Kpurepuii Ounenka
n/n OLIEHOYHOT 0
cpeacTsa
1 3ammra JlabopaTropHass  BBIIONHEHA W OOYYarOIIHUHCS
71a00paTOpHBIX padoT | OTBEYaeT BEPHO Ha BONPOCHI IPU  3alIHTe «3auTeHO»
nabopaTopHOM paboThI
JlaGopaTropHasi BBINIOJHEHA C OIIMOKaMH JIHOO
oOyyaronuiicss He OTBeYaeT Ha BOIPOCH IIPH «He 3auteno»
3amuTe Ja00paTOpHOH PabOThI
2. Dk3ameH Komnereniun
c(hopMHPOBaHEI.

OO6yuaromuiics AEMOHCTPHPYET:

- IIIyOOKHe 3HaHUS COAEPKAHHUS N3YUSHHOMN
JMCIUIUTHHBI BO B3aUMOCBSI3H C IPYTHMH
JMCIUIUTHHAMUY;

- CIOCOOHOCTD UCIIONB30BaTh TEOPETHUECKIE
3HaHUS MIPU BBHITIOJHEHUU MPAKTUYECKUX 33/ TaHUIA;
- apryMEHTUPOBAHHBIE, HCUEPITBIBAIOIINE OTBETHI
Ha BC€ BOMPOCHI MO OMIIETY, a TaKKe
JIOTIOJIHUTEIIbHBIE BOIIPOCH! 3K3aMEHATOPa;

- YMEHUE BBIIOJIHATh U 0OOCHOBBIBATH PELICHHE
MPAaKTUYECKHUX 33/1aHUIl BEICOKOTO YPOBHS
CIIOYKHOCTH;

- HATM4ue cOOCTBEHHOH 000CHOBaHHOH MO3UIINU
1o 00CyXJaeMBIM BOIIPOCAM;

- cB0OOTHOE HCTIONB30BAHUE B OTBETAX HA BOMPOCH
MaTepHantoB PEKOMEH/I0BAaHHONH OCHOBHOM U
JIOTIOJIHUTEIIbHOM JIMTePATYPBL

«OTIHYHO»

Komnerenipu ¢c)opMUpOBaHEIL.
OO0yuaromuiics AeMOHCTPHPYET:

- 3HAHUE€ OCHOBHBIX TCPMUHOB 110 COACPKAHUIO
U3YYEHHOM JIUCIUTITHHBL;

- TBEp/IbIE 3HAHKS TEOPETHUECKOTO MaTepuaa;
- YMEHHUE JIaTh YETKHE OTBETHI Ha MOCTABIEHHBIE
BOIIPOCHI;

- YMEHHE PelaTh MPaKTHUCCKHIE 3aIaHus;

- BIIaJICHHE OCHOBHOIT JINTEPATypOii,
PEKOMEHIOBAaHHOM MPOrpaMMOI JTUCIUTUIHHBI.
HOHyCKa}OTCH HE3HAYUTECJIIbHBIC HCTOYHOCTH B
OTBETAX Ha TEOPETHYECKUE BOMPOCHI U TIPU
BBITNOJHEHUH MIPAKTHYECKHUX 3aJaHHH.

«Xopomio»

Kommerenipu chopMHApOBaHEL.

OO6yuaromuiics AeMOHCTPHPYET:

- 3HaHUSI TEOPETUUECKOTO MaTepraa o N3y4eHHOM
JUCLIUIIIMHE;

- HETOJIHBIC OTBETHI HA OCHOBHBIC BOIIPOCHI,
JIOIYCKasi OIIMOKY B OTBETE; HEJIOCTATOYHOE

«YI[OBJ'ICTBOPI/ITQHI)HO»




MOHUMaHHUE CYLIHOCTH M3JIaraeéMbIX BOIPOCOB;
- HETOYHBIE OTBETHI Ha JIONIOJIHUTEIIbHBIEC BOIIPOCHI;
- YMEHHE BBIIOJIHATh PAKTHYECKHE 3a/laHus Oe3
rpyOBIX ONIHOOK;

- HEJJOCTATOYHOE BIIA/ICHUE JINTEPATYPOH,
PEKOMEHIOBaHHOH ITPOrpaMMOH THUCIHILIHHBL

Komnereniu He cOpMHUPOBaHBL.
OO0yuaromuiics AeMOHCTPHPYET:

- CyLIECTBEHHBIE MPOOETBI B 3HAHUAX YI€OHOTO
Marepuaia,

- IPMHIUNHAIBHBIC OIMOKY TIPU OTBETE Ha
OCHOBHEIE BOIIPOCHI OMJIETa, OTCYTCTBHE 3HAHUH H
TTOHMMAaHWS OCHOBHBIX TEPMUHOB 1 OIpe/IeTIeHHH;
- HETIOHMMAaHHU€E CYIIHOCTH JOIIOJIHUTEIBHBIX
BOIIPOCOB B paMKax 3aJaHui Ouiera;

- OTCYTCTBHE HABBIKA HJIM CYIIECTBEHHBIEC OLIHMOKN
IIPY BBINOJHEHUU NPAKTHYECKUX 3aaHHUii;

- He3HAHME JINTEPATYPBl, PEKOMCHIO0BAHHOM
IPOrPaMMOii AUCIMIIHHBL

<(Hey,HOBJ'IeTBOpI/IT€.]'H)HO»

3. Kypcoas pabora Komnereniun chopMupoBaHbL.
KypcoBast paboTa BBIIIOJIHEHA B [IOJIHOM 00beMe;
0oTu€T 1o paboTe 0(HhOPMIICH B TIOTHOM «Ormano»
COOTBETCTBUHM C NPEABABIACMBIMHU Tpe6OBaHI/IﬂMI/I.
Kommereniun copMupoBaHbL.
KypcoBas paboTta B 1enoM BBIIOTHEHA MIPABUIBHO,
pacueTsl cofepykaT HEMPUHINIHATIBHBIE OIINOKH. «Xopoiio»
OTt4éT Mo pabote opopMIICH B OCHOBHOM B
COOTBETCTBUM C IMPEABABISICMBIMU Tpe6OBaHI/IHMI/I
Komnereniun chopMupoBaHbL.
KypcoBast paboTa B OCHOBHO# YacTH BBHINIOTHEHA;
oT4€T 1o padote 0(hOPMIICH C HEKOTOPBIMHU «VIOBICTEOPHTEILHOY
OTCTYIUICHUSIMH OT MPEABSIBISIEMbIX TPSOOBaHUH.
Kommnerenun He c(OopMHUPOBAHEIL.
KypcoBast paboTa He BBIIOIHEHA, THO0 OTYET 110
paboTe OTCYTCTBYET WM ero 0(OPMIICHHE He «HeyRoBIeTBOPUTEIIBHO?
COOTBETCTBYET NPEABABIIICMbIM Tpe60BaHI/IﬂM.
6. YHEBHO-METOANYECKOE U THOOPMALNMOHHOE OBECIIEYEHUE
6.1. Pexomenayemasi qureparypa
6.1.1 OcHoBHAs JINTEpaTypa
Oo6o3HaueH | ABTOpbI, 3ariaBue Bubéaunoreka HU3nareanct
ue COCTABUTE BO, 0]l
Ju
J1.1 Anensira CuctemHoe HTB CTU HUTY «MUCuC» CII6. :
i T aIMUHUCTPUPOBAH [utep, 2010
ue B LINUX
1.2 B.I'.Omuce KommnbrorepHsie HTB CTU HUTY «MUCuC» CII6. :
p. cetu. [IpyuHuumnsl, [utep, 2009
TEXHOJIOTHH,
TIPOTOKOJIBI
J13 H.N. IIpumenenue ObC «YHusepcureTckas oubnnorexka onnaiiH» | Exatrepunoyp
TeOatikuna koHuenuuu ITSM URL: r:
[P BBOJIE B http://biblioclub.ru/index.php?page=book&id | U3narenbcts
nelicTBrae =276545 0
WH(POPMAIMOHHBIX Ypanbckoro
CHCTEM : yueOHOe YHUBEPCUTET
nocooue a, 2014
6.1.2 JlonoJHuTEeIbHAS TUTEpATypa
O0o03HaYeH ABTOpBI, 3aryiaBue bub6aunoreka HM3nareanct
ue COCTaBHTE BO, IO/
am
J12.1 A.B. basbl JaHHBIX : HTB CTU HUTY «MHUCuC» M. :
Kys3un, y4eOHoe mocooue Uznatenbcku
C.B. # IeHTp




JleBoHMCOB Axanemus,
a 2010
6.1.3. MeTtonnueckue pa3padoTku
O06o03HaueH ABTOpBHI, 3arnaBue bubanoreka WznarenscT
ue COCTaBUTEN 0, TOf,
u
J3.1 ConoBneB JlabopaTopHsIid HTB CTU HUTY «MUCuC» Crappsrii
A.IO MPAKTUKYM IO Ockon, CTU
Kypy HUTY
«AIMHUHUCTPUPOBA «MHUCuCp,
HHE B 2020
nH(pOpMaMOHHBIX
cucTeMax»
J13.2 ConoBneB Metoaudeckue HTBb CTU HUTY «MUCuC» Crapsrii
AIO yKa3aHUs Ockoa, CTU
VTS HUTY
CaMOCTOSTEIILHOTO «MUCuCp,
BBITIOJTHEHHS 2020
KypCcOBO#i pabOThI
«AIMUHHCTPUPOBA
HHE B
nH(pOpMaIMOHHBIX
CHCTEMax»

6.2. [lepeyenn pecypcoB MHGOPMAIMOHHO-TEJIEKOMMYHUKALIMOHHOI ceTn « UHTepHeT»

21 BecrunatHas anexkTponHas OuOIHOTeKa OHIalH «EMuHOE OKHO K 00pa30BaTeIbHBIM PECypcamy
[Dnexrponnslii pecype]: http://window.edu.ru
D2 OTkpeiToe 00pa3oBaHue [DneKTpoHHBIN pecypc]: https://openedu.ru/
D3 LMS Canvas [Dsextponnstit pecypc]: https:/Ims.misis.ru
6.3. IlepevyeHb NPOrpaMMHOro odecneyeHust
Im1 Microsoft Windows
Im2 Microsoft office
113 Juctpubytus Kali Linux (cBoO0aHO pacmpocTpaHsIeMoe MpOrpaMMHOE 00ECIICUCHIE)
114 Huctpubytns Ubuntu (cB0O0IHO pacmpocTpaHseMoe IporpaMMHoe obecrieueHne)
7. MATEPUAJIBHO-TEXHNYECKOE OBECIIEYEHHUE
7.1 Aynuropus Ne406
«JlabopaTopusi NPUKJIAJHOT0 NPOrPAMMHUPOBAHUS
[lepeyeHbP OCHOBHOTO 000pPYIOBaHMUS, Y1€OHO-HATIIATHBIX TOCOOMIT:
° MOHHTOD - 91T.;
. MEPCOHANBHBIN KOMIbIOTEP - IIIT.;
. MIPOEKTOD;
] 9KpaH HaCTEHHBIN;
. YCHIIUTEIb-PacIIpe/Ie/INTENb,
. KOMIUIEKT yueOHOI Mebenu Ha 25 mocagouHbIX MeCT.
7.2 Aynutopus Ne306

«KabuHeT 1/ caMOCTOSITEIbHO pagdoTh»
[lepeuenb ocHOBHOTO 000pYHOBaHUS, yIeOHO-HATIISTHBIX IIOCOOMI:
HPOEKTOpP;

9KpaH HACTEHHBIN,
KOMIMbIOTEp — 6 IIT.;
KOMIUIEKT yaeOHO# Mebenu Ha 20 JenoBex.

B momerennu aJ1s caMOCTOSTENEHOM pabOThI 00YJIAFOIIHXCS
HUMECTCA INOAKIIOUYCHUEC K CETHU ((I/IHTepHeT» " 10CTYI B
3JIEKTPOHHYIO HH()OPMAIIMOHHO-00pa30BaTEILHYIO CpEy
OpraHM3aIHy.

8. METOAUMYECKHUE YKA3ZAHUS JJIS1 OBYYAIOIIUXCA

HpOMe)I(yTO‘-IHaH ATTECTAlMA 110 JUCHUIUIMHE MPEAYCMOTPEHA B BUAC SK3aMEHaA.




OO0yueHre NPOBOIAMUTCS B OJIMH CEMECTP U OPTaHU3YETCsl B COOTBETCTBHH C HACTOsIIEH nporpammoii. CaMoCcTosTebHAS
paboTa CTyIEHTOB OCYIIECTBIISIETCS U KOHTPOJIHPYETCS C IOMOLIBIO:

— c/1a4u JIabOpaTOPHBIX padoT,

- BBITIOJIHEHHSI KYPCOBO paboThI

DK3aMeH MpPOCTABISAETCS MPU YCIOBHH BBIIOJHEHUS y4eOHOTO IUIaHA MUCHUIUIMHBI, W 10 Pe3yJabTaTaM OTBETOB HA
9K3aMEHALMOHHbIE OMIICTHI




