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1. HEJIX OCBOEHUMSA

Henp nucunminHel — GOPMHUPOBAHUE TEOPETHYECKUX 3HAHMH B 00acTH ynpasieHHs WH(GOpMalMOHHBIMU
pecypcaMu CHCTEM U CeTel n 0TpabOoTKa YMEHHH W HaBBIKOB HCIIOJIb30BAHHS HHCTPYMEHTAIBHBIX MPOIPaMMHBIX
CHCTEM, CETEeBBIX CIIy’K0 M 000pyI0BaHMS ISl 3aIIUTHl HH(OPMAIMU B KOMITBIOTEPHBIX CHCTEMaXx.

3anauy AMCHUILTUHBL

e  Hayunts 00ydJaromuxcst OCHOBHBIM TEPMHHAM M MOHSATHAM 3alIUThl HH(OPMAIIH;

e HayuuTp OOydaromuxcsi TNPHUMEHATh TEOPETHYECKHE 3HAHUS B OOJACTH 3aIIUTHl MH(OPMALMH JUIA
pelIeHns] KOHKPETHBIX MPAaKTHYECKHX 3a71ad M0 BEIOPAaHHOMY HAIpaBJICHHUIO TIOATOTOBKH;

e HayuuTp 00yJaromuxcsi OCHOBHBIM YIpO3aM 3alUThl HH(YOPMAIIMH U CIIOCO0aM MX MPEAOTBPAIICHUS;

e Hayuutp oOyuwarommxcst pa3dupaTbcs B THIIOBBIX aTakax HampaBieHHbIX Ha VMC um mporpaMmHbie
MPOAYKTHI;

HayunTh 00y4aromumxcsi OCHOBHBIM BUJIaM KPHIITOrpaduuecKiX aJropuTMOB M UX YSI3BUMOCTEH

2. MECTO B CTPYKTYPE OFPA30OBATEJIbHOM TIPOT'PAMMBI

Iuxx (pazgen) OIT: | B1.O

2.1 TpeGoBaHusl K peiBAPUTEIbHON OAT0TOBKE 00y4al0ILerocs:

2.1.1 | MaremaTuka

2.1.2 | Mudopmaruxa

2.1.3 | IIpaBoBble OCHOBBI NPOQECCHOHAIBLHOM IS TEIbHOCTH

2.2 Il](lClIPll'l.]'ll/lel U MPAKTUKH, JISd KOTOPbIX OCBOCHUE JAHHON AUCHUIIUHBI HEOOX0AUMO KaK
npeamecTByouiee:

2.2.1 | BpluuciuTenbHbIE CPEACTBA U CUCTEMBL

2.2.2 | TexHHUYeCKHE CPEICTBA aBTOMATHU3ALINN

3. ”HAUKATOPHI ®OPMUPOBAHUS KOMIIETEHIIAM,
COBMEHIEHHBIE C PE3YJIbTATAMUA OGYYEHUSA 110 JUCIUMITJIMHE

YK-1: Crioco0eH ocymiecTB/IsITh NOUCK, KPUTHYECKUI aHAJIN3 M CHHTe3 HH(OPMALMH, YMEHHe aHAIN3HPOBATh
npouecchl H CHCTEMbI ¢ HCIO0Jb30BAHHEM COOTBETCTBYIOLIHX AHATUTHYECKHX, BbIYHCIUTEIbHBIX U
JKCIIEPUMEHTAJILHBIX METO0B, IPUMEHSATh CHCTEeMHbIii OAX0/ LISl pellieHUs IIOCTABJICHHbIX 33124

3HaTh: VYK-1-31 3HaTh OCHOBHBIE ITOHSATHS U TEPMHHBI, CBSI3aHHBIE C MH()OPMALIMOHHOW 0€3011aCHOCThIO;
VYK-1-32 3HaTh OCHOBHBIC BUBI YIPO3 HHPOPMAITHOHHON 6E30M1aCHOCTH;

VK-1-33 3HaTh MeXaHU3MbI ayTeHTH()UKAIUT U UISHTU(UKALUY IPU JOCTYyIE K HHPOPMALMOHHBIM
pecypcawm;

VYK-1-34 3HaTh OCHOBHBIE KPUITOIpadUUECKUE AITOPUTMBI;

YK-1-35 3HaTh HOpPMATHBHYIO U 3aKOHOJIATEIbHYIO 0a3y B 001aCTH HHGOPMAITMOHHON 0€30MaCHOCTH

OIIK-3: Cnioco0eH ocylIecTBISITh MOJeJTHUPOBAHUE, AHAJIM3 U IKCIIEPUMEHTHI B IeJIAX MPOBeIeHNs 1eTAJILHOT0
Hcc/IeI0BAHNS VISl pellieHUs 32/1a4 B NPo)ecCHOHATBHOI 00/1aCTH, HCII0JIL30BATH METOABI AHAJIN3A U
MO/IeJIMPOBAHMS JIEKTPUYECKHUX 1eneil H 3JeKTPHYeCKHX MAIInH

VYmers: OIIK-3-Y1 YMeTb pealu3oBblBaTh pa3IduHbIE KPUOTOrPahHUECKUE AITOPUTMBL
OI1K-3-Y2 YMeTh peain30BbIBATh PA3IUUHBIC XAII-QYHKIMH U 3JCKTPOHHO-IIU(POBBIC TOATTUCH

Bnagers: | OIIK-3-B1 Biajers HaBblKaMu IIPOBEICHHS aHAIN3a YCTOMUYUBOCTU Pa3IMUHbIX KPUNTOrpaQUUIECKUX

AJITOPUTMOB
4. CTPYKTYPA U COAEP)KAHUE
Kon HaumeHoBaHue Cemectp Yacos Komnerten- | Jluteparypa | IIpumeuanue
3aHATHS Pa3/1esIoB U TeM /BT I H JJI.
3aHsaTHA/ pecypcbl
Paznen 1. OcHoBHBIE
MOHSATHS U
onpeaenenus. Buapl
yrpos
1.1 OCHOBHbBIC TIOHATHUSA U 3 2 YK-1-31 J12 Tect
onpenenenus. Bupl VK-1-32 J1.3
yrpo3 /Jlex/ Ja22
Ja3.1
22
23
1.2 IIpopabotka 3 4 YK-1-31 1.2 Tecr
JIEKIIMOHHOTO MaTepuara. YK-1-32 JT13
CamocrosTenpHOe Ja22
W3y4YeHHE JUTEPATYPHI. J3.1
/Cp/ 22
93




Paznen 2. ConnannHas
HHKeHepus

2.1 ConnanbHasi HHKEHEPHS 2 YK-1-31 J3.1 Tect

/JTex/ YK-1-32 22
23

2.2 [TpopaboTka 4 YK-1-31 J3.1 Tecr
JIEKIIMOHHOTO MaTepuaa. YK-1-32 22
CamocTosATENbHOE 93
M3y4YeHHUE JIUTEPaTyPHI.

IToaroroBka k
MPAKTUICCKUM 3aHSATHSM.
/Cp/

Pazgen 3. Ilonsitus
Kpunrorpadgum.
CuMMeTpHYHBIE
KPHINITOCHCTEMBI

3.1 ITonsTus kpunrorpadumn. 2 YK-1-34 JT1.1 Tect
CuMMeTpUIHbIE J12
KpuITocucTeMsl /JIex/ J13

Jd2.1

22

J3.1
23

32 [IudpoBanme qTaHHBIX 2 OIIK-3-V1 J13.2 Tect
METOJIOM 3aMEHBI B 93
CUMMETPHYHBIX
kpunrocucremax /I1p/

33 Mudposanue ¢ 2 OIIK-3-V1 Tecr
HCITOJIb30BaHUEM METOA J13.2
TaMMHPOBAHUS U 23
JATYUKOB
IICEBJOCIYyYalHbIX YUCE.

OnHopa3oBbie OJTOKHOTHI
Mp/

34 IIpopaboTka 20 OIIK-3-V1 Jd1.1 Tecr
JIEKIIHOHHOI'0 MaTepualla. VK-1-34 Jd1.2
CamocTosTenbHOe OIIK-3-B1 J13
U3Y4YECHHE JIUTEPATYPBL. Jd2.1
TToaroroBka k J12.2
MPaKTUYECKUM 3aHSATHSIM. J13.1
BrinosHenue gomMamrHux J13.2
3amanui. /Cp/ JI13.3

23
Paznen 4.
AcHMMeTpHYHBIE
KPHUITOCHCTEMBI

4.1 AcuMMeTpHUYHBIE 2 VK-1-34 J1.1 Tect

KpuITocucTemsl /JIex/ Jd1.2
J13
Jd2.1
Ja22
J3.1
91
32
23

4.2 [IIndpoBaHre TaHHBIX B 3 YK-1-34 J3.2 Tecr
ACUMMETPUYHOU OIIK-3-V1 23
kpunrocucreme RSA/TIp/

4.3, Anroput™ Iuddu- 3 YK-1-34 J3.2 Tecr
XenMana Juis OIIK-3-V1 93

0e30IacHoro oomeHna
kirouamu /Ip/




4.4 IIpopaboTka 10 YK-1-34 JT1.1 Tect
JIEKIIMOHHOTO MaTepuara. J12
CamocrosTensHOe J13
W3Yy4YEHUE JIUTEPaTyphl. JI2.1
[Togroroska k J22
MPAKTUYECKUM 3aHSATHSAM. J3.1
/Cp/ Ja3.2
91
32
33
23

Pazgen S. DiaexTponnas

uudpoBas noaANUCH U

xom-(pyHKIuu.

Kpunroananus

5.1 DnekTpoHHas UdpoBast 3 YK-1-34 JT1.1 Tect
MOJIHNCH U XDIII- VK-1-33 J1.2
¢ynkuun. Kpunroananus J13
/J1ex/ J2.1

Ja22
J3.1
91
32
23

5.2 ANTOPUTM AIEKTPOHHOH 3 YK-1-34 Ja32 Tecr
mudposoit noamucu RSA OIIK-3-V2 D3
Mp/

53 AJNTOPUTM DJIEKTPOHHON 4 YK-1-34 J13.2 Tect
U(pPOBOH HOAMKUCH DiTb- OIIK-3-V2 23
Tamasst /TIp/

5.4 ITIpopaboTka 20 YK-1-34 JT1.1 Tect
JIEKIIMOHHOTO MaTepuaa. OIIK-3-B1 J12
CamocrosTensHOe OIIK-3-Y2 J13
U3Y4YECHHE JIUTEPATYPBL. Jd2.1
IToaroroBka K JH22
MPaKTUYECKOMY J3.1
3aHATHIO. Brinonnenue J13.2
nmomariraero 3aganus /Cp/ J13.3

91
22
23
Paznen 6. biaokueiin u
KPHUIITOBAJIOTA)

6.1 Bbnokueitn n 2 YK-1-34 J3.1 Tect

KkpurtoBaoTa /Jlex/ YK-1-33 32
93

6.2 IIpopaboTka 6 YK-1-34 J3.1 Tecr
JIEKIIMOHHOTO MaTepuara. YK-1-33 22
CaMocTosTeNBEHOE 93
U3yYCHHE JTUTEPATYPHI
/Cp/

Paspea 7.
Unentudpuxanus u
ayTeHTHpUKAIUS

7.1 Wnentndukanus u 2 VK-1-33 J1.1 Tect
ayrentudukanms/Jlex/ J3.1

91
23

7.2 IIpopaboTka 6 YK-1-33 JT1.1 Tect
JIEKIIMOHHOTO MaTepHaa. J3.1
CamocrosTensHOe 21
U3y4YeHHE JIUTEPATy Pl 93




/Cp/
Paznen 8. IlpaBoBoe
peryJinpoBaHue
HHGOPMALUOHHOMH
Oezomacnoctu B PO
8.1 IIpaBoBoe 3 2 YK-1-35 1.1 Tecr
perynupoBanue /JIex/ 1.2
Ja13
J3.1
91
22
33
8.2 ITpopaboTka 3 4 YK-1-35 Jd1.1
JIEKIIHOHHOI'0 MaTepualla. Jd1.2 Tect
CamocrosTensHOe Jd13
U3y4YECHHE JIUTEPATyphl J3.1
/Cp/ 91
32
33
Yacbl Ha KOHTPOIIb 3 36 YK-1-31 JT1.1
/Kontposs/ YK-1-32 J1.2
VK-1-33 13
VK-1-34 2.1
VK-1-35 2.2
OIIK-3-V1 3.1
OIIK-3-y2 132
OIIK-3-B1 133

5. ®OHJ OHEHOYHBIX MATEPHUAJIOB

5.1. Bonpochl Jisl caMOCTOSITEIbHOM MOATOTOBKH K IK3aMeHY (3a4€Ty ¢ OlleHKOI)

Pa3nes 1. OcHoBHBIE MOHSATHS U onipeAeseHusi. Buabl yrpos

1

2.
3.
4.

[Moustue 3aumrsl nHGopMarwu. Kommeke mep 6ezonacHoctu. (VK-1-31)

TexHOreHHBIe, aHTPOIIOT€HHbIE U CTUXUIHBIE HCTOYHUKH YTIpo3 3amuTsl nHGopmanun (VK-1-32)

BHemnme 1 BHyTpeHHIE YTPO3bl. Y MBIIUICHHBIE U HEYMBIIUICHHBIE YTpo3bl (VK-1-32)

Knaccudukanus yrpo3 6e30MacHOCTH 1O coco0aM BO3ACHCTBHUS Ha 0OBEKTH HH(POPMAMOHHON 0€30IacHOCTH
yrpossl (VK-1-32)

Paznen 2. CounanbHas MHKeHepPUst

1.

nhkwn

OmnpezerneHne conuaabHON nKeHepun. Cxema corpansHoi nrxenepuu (VK-1-31)

[Mperexcrunr. Oumunr. [Ineuesoit ceppunr (VK-1-32)

Cwmumpar. Bummunr. Tenedonnoe momenandectso (VK-1-32)

Jopoxknoe s1610K0. TpostHckre nporpammel. Keu mpo xBo (VK-1-32)

«[Insamynme cBuHKH». CO0p HWHGOPMAIMH W3 OTKPHITHIX HCTOYHUKOB. CIOCOOBI TOBBIMICHHS 3alIUTHl OT
conuansHoi nmxeHepuu (VK-1-32)

Pazgean 3. IlonsaTusa kpunrorpadpun. CHMMeTpU4HbIe KPUITOCHCTEMBbI

1.

© NG LA L

10.
11.
12.

OcHoBHble noHsTHs Kpunrorpaduu (VK-1-34)

AbcomntoTHO ycToitunBbie kpunTocucteMsl o [llennony u Kepkroddcea (VK-1-34)
CummerpudHble KpuntocucteMbl. OcHoBHbIE OHATHSA (VK-1-34)
Knaccudpukanus cHMMETpUYIHBIX KpUITOAITOPUTMOB (VK-1-34)
Mudp uesaps. Apdunnstii mmdp (VK-1-34)

OpnHopa3ossle GirokHOTHL. ["amMmupoBanue (VK-1-34)

brounsie 1 notounsie mudpsl. OcHoBHEIE MoHsATHS (VK-1-34)
Cetp Deiicrens (VK-1-34)

AuroputMm DES (VK-1-34)

Anroputm  MAI'MA (VK-1-34)

Auroputym Rijndael (VK-1-34)

Anroputm RC4 (VK-1-34)

Pazgen 4. AcuMMeTpUYHBIE KPUITOCHCTEMBI.

1.

Accumerpuunble kpunrocucteMs! (VK-1-34)




Onnocroponnue ¢pyHkunu (VK-1-34)
Meton Onb-I"amans (VK-1-34)
Meton RSA (VK-1-34)

Meron Juddu-Xenmanna (VK-1-34)

kW

Pazgen 5. DuextponHas uugposas noanuces U Xx3m-pynkuuu. Kpunroanaaus
1. Xoumr-¢pynkuuu. Ceotictea. (VK-1-34, VK-1-33)

2. DUIIL Cgoiicta (VK-1-34, VK-1-33)

3. «Xopouas» xam-¢pynkius (VK-1-34, VK-1-33)

4. OcHoBHbIE NOHATHA KpunToaHaiusa (VK-1-34)

5. YacTOTHBIH aHaTIM3, METOM HOJHOTO Nepedopa U MEeTOJI BCTPEUH 10 cepeanHe (mapanokce auei poxaenuit) (VK-1-
34)

6. 3amaum paxTOpU3AIMU U JUCKPETHOTO JorapupmupoBanus. (VK-1-34)

7.  «Pamyxusie Tabmuup» (VK-1-34)

8. «Conensrit» xom(VK-1-34)

Pazgein 6. Biok4yeiin 1 KpUNITOBAIIOTA
1. Tlonsarue 6nokueitna (VK-1-34, VK-1-33)
2. Ilpumep pabots! Outkouna (VK-1-34, VK-1-33)
3. Maiiaunr B cetn outkonH (VK-1-34, VK-1-33)
4. TlpemmymecTBa 1 HeocTaTku O6J0k4YelH TexHonoruid. Cdepa ucrnons3opanust (VK-1-34, VK-1-33)

Paznen 7. Unentudukanus u ayreHTHPUKALMSA
1. CKVY[-cucrewmsl. (VK-1-33)
Unentudukanus n ayrenrudukanus. (VK-1-33)
I pux-xoast u QR-kozsl. (VK-1-33)
RFID-metku. (VK-1-33)
Bbuomerpuueckue crioco6s! naenTndukammu. Henocratkn. (VK-1-33)
Bunsr ayrentudukaunu . (VK-1-33)
Touch Memory. Kapter noctyna. (VK-1-33)
[aponbuas ayrenTudukanys. . (VK-1-33)
OurbKH IpH UCTIONB30BaHKUHU naposeil. MHorodaktopHas ayrentudukauus. . (VK-1-33)
OnHopa3zoBsle napony. [ToBsIIeHNs Ha/IeXKHOCTH NapoJIbHOH ayTeHTuduKkanuu. (VK-1-33)
CMAPT-kapTtsl. DnextponHble kiaroul. (VK-1-33)

el R I e
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Pa3nex 8. [IpaBoBoe peryauposBanue undgopmanuonHoii 6e3onacuoctu B PO
1. OcHOBHBIE 3aKOHBI perynupyronye 3amuty napopmanuu B PO. (VK-1-35)
2.  Pockomuanzop. ®CTIK. Ornen «K» . (VK-1-35)
IlepeyeHp THNMOBBIX 3aJa4 AJIs51 IK3aMeHA
(OIIK-3-Y1, OIIK-3-V2)
3apaua 1: 3aumdpoats cBoe PUIO meronom aduunol cuctemsl Llesapst. [Tapamerpst b- Ne cTynenTa o cnmcky, a-
HOMep OmiteTa OKpYyTJICHHBIH [0 OMIIbKalIIero B3auMOIIpOCTOro uucia ¢ 33
3agayva 2: 3ammdposats cBoe PO MeT010M OTHOPA30BEIX OJIOKHOTOB
3amaua 3: 3ammdposats cBoe PUO metomom RSA. ITapametpsl p- Ne cTyaeHTa M0 CIKCKY, (- HOMep Omera. O6a
YHCIIa OKPYTIIUTH 0 ONMIDKAHIIero IIPOCTOro YHcIIa
3anaua 4: 3aumdpposats cBoe PUIO metonom Dmb-I"amainst. [TapameTpst p- Ne cTyeHTa MO CIHCKY, OKPYTJICHHOE 710
ODKalIIero MPOCTOro YHCIIa
3agauva 5: 3ammdposats cBoe PO meronom Xma. [Tapamerpsr A(onpenenurens MaTpuibl)- Ne CTyaeHTa IO
CIIMCKY, OKPYTJICHHBIH 10 OJMKaiIIero mpocToro 4ucia
3agaya 6: [Togmucate cBoe MO DIIT RSA. ITapametpsr p- Ne cTyaeHTa 1Mo CucKy, - Homep omera. O6a uncna
OKPYTJIMTh 10 OJKANIIETo MPOCTOTro YHcIa

IlepeyeHb TeCTOBBLIX BONPOCOB U 33/IaHUIi, HCI0JIb3YeMbIX IIPH YCTHOM OINpoce
(TeKyIIMii KOHTPOJIb YCIEeBAEMOCTH)
(VK-1-31, VK-1-32, VK-1-33, VK-1-34, VK-1-35)
1. (1 6ann) K npaBoBbIM MeTOaM, 00€CIeUMBAIOIIUM HHPOPMALIMOHHYIO 0€30TaCHOCTh, OTHOCSTCS:
a. Pa3paboTka anmapaTHBIX CPeJCTB 00ECIeYeHUs MPABOBBIX JaHHBIX
b. Pa3paboTka ¥ ycTaHOBKAa BO BCEX KOMITBIOTEPHBIX MIPABOBBIX CETSAX KYPHAJIOB yuera JeUCTBHit
c. Pa3pabGoTka u KOHKpETU3alMs NIPABOBBIX HOPMAaTHBHBIX AaKTOB oOecreyeHus: 0€30MacHOCTH
2. (1 6ann) OCHOBHBIMHM UCTOYHUKAMH YTPO3 HHDOPMAIMOHHON 6€30MaCHOCTH SBJISIOTCS BCE YKA3aHHOE B CITUCKE:
a. XWUIIEeHHE )KECTKUX JIUCKOB, MOJKIIOUYCHUE K CETH, HHCANIepCTBO
b. IlepexBaT maHHBIX, XUIIEHNUE JAHHBIX, U3MEHEHNUE APXUTEKTYPBI CUCTEMbI
c. XWIeHHEe JaHHBIX, MMOJKYI CUCTEMHBIX aJIMUHUCTPATOPOB, HAPYLICHHE periaMeHTa paboThl
3. (1 éann) Buasl nHGOPMAMOHHON 0€301MaCHOCTH:
a. IlepcoHanbpHas, KOPIOpPaTUBHAs, TOCY1apCTBEHHAS
b. KimeHrtckas, cepBepHas, ceTeBas
c. JlokanpHasi, riobanpHas, cMeIIaHHas
4. (1 6ann) lenn nupopmanoHHONH 0€30MACHOCTH — CBOEBPEMEHHOE O0OHAPYIKEHHE, IPEAYIPEIKICHHEC:
a. HECAHKIIMOHMPOBAHHOTO JOCTYIa, BO3JEHCTBUS B CETH
b. WHcaiJepcTBa B OpraHu3anuu




Ype3BbIYaiiHBIX CUTYyalnil

(1 6ann) OcHoBHBIE 00BEKTHI HHGOPMALIMOHHOM 6€301MaCHOCTH:
KomnproTepHbie ceTH, 0a3bl JaHHBIX
MHpopMaMOHHBIE CHCTEMBI, ICUXOJOTHYECKOE COCTOSIHUE MOJIb30BaTeNeH
busHec-opueHTUPOBAHHBIE, KOMMEPYECKHE CHCTEMBI

(1 6ann) OCHOBHBIMH pUCKaMU HHPOPMAIIMOHHOI 0€30TTaCHOCTH SBJISIIOTCS:
VckaxeHne, yMeHbIIEHHE 00beMa, HepeKoANpOBKa HHPOPMAIIHI
TexHHUYecKOoe BMELIATEIbCTBO, BEIBEJEHUE U3 CTPOsi 000PYL0BaHUS CETH
IoTeps, uckaxxeHnue, yreuka napopmanuu

(1 6ann) K oCHOBHBIM IpUHIUIAM OOecriedeHHsI HHPOPMAIIMOHHON 0€30MaCHOCTH OTHOCHUTCSL:
DKOHOMHYECKOM 3P (PEeKTUBHOCTH CUCTEMBbI 0€30MaCHOCTH
MuoromiaatGopMeHHON peann3ani CUCTEMBbI
VYcuneHus 3alUIIEHHOCTH BCEX 3BEHbEB CHCTEMBI

(1 6ann) OcHOBHBIMHU CyOBbEeKTaMU HHOOPMAILMOHHONW 6€30MaCHOCTH SBJISIFOTCS
PYKOBOJIUTEIH, MEHEIKEPHI, aIMUHUCTPATOPBI KOMITAHU
OpTaHbl IpaBa, rocyJapcTsa, OuzHeca
cereBbie 0a3bl JaHHBIX, (HaepBOJIIBI

(1 6ann) K ocHOBHBIM (DYHKIIUSIM CHCTEMbI 0€30TTAaCHOCTH MOXHO OTHECTH BCE MEPEUUCICHHOE:
VYcTaHOBICHUE PETJIaMEHTa, ayIUT CUCTEMBbI, BBISIBICHUE PHCKOB
VYcTaHOBKa HOBBIX OQUCHBIX MPUIOKEHUN, CMEHA XOCTUHI-KOMITAHU K
Buenpenue ayTeHTH(DHUKAIMU, TPOBEPKU KOHTAKTHBIX JaHHBIX MOJIb30BATEICH

(1 6ann) Mpunuunom HHGOPMAITMOHHON OE30MIACHOCTH SIBJISCTCS NPUHIUI HEAOMYIICHUS:
HeonpaBaanusix orpanuydenuit npu padore B cetu (cucreme)
PuckoB 6€30MaCHOCTHU CETH, CUCTEMBI
IIpe3yMnuuu ceKpeTHOCTH

(1 6ann) TIpUHIKIIOM MOJHUTHKH HHHOPMAIIMOHHON OE30MaCHOCTH SBJISIETCS PUHIIUIL:
HeB03MOKHOCTH MUHOBATH 3aLIMTHBIC CPEACTBA CETU (CUCTEMBbI)
VYcuneHuss OCHOBHOTO 3BEHA CETH, CHCTEMBbI
ITonHoro GJIOKMPOBAHUS JTOCTYIA IIPU PUCK-CUTYALHAX

(1 6ann) TlpuHIUIIOM TTOJUTUKH HHGOPMAIMOHHON 0€30MaCHOCTH SIBISCTCS MPUHIUIIL:
VYcuneHus 3aUIeHHOCTH CaMOT0 HE3allMIIEHHOTO 3BE€HA CETU (CUCTEMBbI)
Ilepexo/a B 6e30macHoe COCTOsIHUE PabOThI CETH, CHCTEMbI
ITonHoro NOCTYNa MOJIB30BATENEH KO BCEM pecypcam CeTH, CUCTEMbI

(1 6ann) TIpUHOUIIOM NOJUTUKY HHHOPMAIIMOHHON O€30MaCHOCTH SIBJISETCS TPUHIIUIL:
Pasnenenus nocryna (00s13aHHOCTEH, MPUBHIIETHIT) KIMEHTAM CETH (CHCTEMBI)
OJHOYPOBHEBOM 3aIUThI CETH, CUCTEMbI
COBMECTUMBIX, OJJHOTUITHBIX IPOTPAMMHO-TEXHHYECKUX CPEJICTB CETH, CUCTEMBI

(1 6ann) K OCHOBHBIM THIIAM CPEJCTB BO3JCHCTBUS HA KOMIIBIOTEPHYIO CETh OTHOCUTCS:
KomneroTepHsblit cOoit
Jloruueckue 3akinagaku («MHUHBI»)
ABapuilHOE OTKJIIOUECHHUE MHUTAHMS

(1 6ann) Korpa nonyden crnam mo e-mail ¢ nmpriokeHHbIM (aitiioM, ciaeayerT:
IIpounTaTh NMPUIOKEHUE, €CIIM OHO HE COJEPKUT HUYETO [[EHHOTO — y/IalluTh
CoxpaHuTh npuiioxkenue B napke «Crnam», BeIICHUTB 3ateM [P-aapec reneparopa crama
Yaanuth TUCHbMO C IPUIIOKEHUEM, HE PACKPBIBas (HE YUTasi) €ro

(1 6ann) Npunuun Kupxroda:
CeKpeTHOCTD KJII0Ya OMpeesieHa CEKPETHOCTBIO OTKPLITOTO COOOLICHHS
CexpeTHOCTh HH(POPMAIIMK ONpeJIeieHa CKOPOCThIO TePeiaun JaHHBIX
CeKpeTHOCTh 3aKPBITOTO COOOLICHUS OTPEIEISAETCS CEKPETHOCTHIO KIIF0Ua

(1 6ann) DUII — s70:
DieKkTpoHHO-IHGPOBOI Mpeodpa3oBaTesb
DIIeKTPOHHO-IUBPOBas MOANHUCH
DIIEKTPOHHO-IIU(PPOBOIA MPOIECCOP

(1 6ann) Haubonee pacnpocTpaHeHbl yrpo3sl HHOOPMAIIMOHHO 0€30TaCHOCTH KOPIOPATUBHON CHCTEMBI:
Iokynka HenuueHsnonuoro IO
OmubKHu KCIUTyaTallMi U HEYMBIIUIEHHOTO H3MEHEHHUST PEKUMa PabOThI CHCTEMBI
Co3HaTeIbHOTO BHEIPEHUS CETEBBIX BUPYCOB

(1 6ann) Haubonee pacnpocTpaHeHbl yrpo3bl HHOOPMAIIMOHHON O€30MIaCHOCTH CETHU:
PacnipeiesieHHBIN TOCTYI KIKMEHT, OTKa3 000pyJ0BaHHUs
MopanbHBI U3HOC CETH, HHCAWIEPCTBO
Cooii (oTKa3) 000pyJOBaHUS, HEJETAIbHOE KOTTUPOBAHUE TaHHBIX

(1 6ann) Haubosiee pacnpocTpaHeHbl CPeACTBA BO3ACHCTBUS HA CeTh oduca:
Cnabwrii Tpaduk, nHGOPMAMOHHBIH 00MaH, BUPYCHI B MHTEPHET
Bupycsl B ceTH, JOTHYECKHEe MUHBI (3aKJIaaKn), MHGOPMALHOHHBIN ITepexBaT
KoMmnbroTepHbsie 601, U3MEHEHHE aJIMUHUCTPUPOBAHUS, TOIIOJIOTHI

(1 6ann) YTteukoit ”HGOPMAIIMU B CHCTEME HA3bIBACTCS CUTYyaLlHs, XapaKTepusyemas:
ITotepeil naHHBIX B cUCTEME
N3meHenneM Gopmel nHGOpMaIUK
W3meHeHuem coaepxkanus uHGpopmanuu

(1 6ann) CeoiictBamu uHpoOpManuu, Hauboyee aKTyalIbHBIMU NIPU 0OeCcIeYeHHH HHPOPMAIMOHHOI 6€30MaCHOCTH

IlenoctHOCTH
JlocTynHOCTH
AKTyanbHOCTh
(1 6ann) Yrposza nHGOpMaIMOHHON cucTeMe (KOMIBIOTEPHON CETH) — ITO:
BeposiTHOe coObITHE
JlerepMuHHpOBaHHOE (BCEr/ia ONpe/ieieHHOe) coObITHE
CoObITHE, TPOUCXOIAIICE TEPHOTHICCKHI
(1 6ann) Nadpopmanus, KOTOPYIO CIEAyeT 3alULIaTh (10 HOPMAaTUBAM, IIPABUIIAM CETH, CUCTEMBbI) Ha3bIBACTCS:
PernamentupoBaHHoOI
IIpaBoBoit
BamunaeMoit
(1 6ann) Pa3HOBUIHOCTSIMH Yyrpo3 0€30MacHOCTH (CETH, CUCTEMBI) SIBJISIOTCS BCE MEPUYMCICHHOE B CITUCKE:
IIporpaMMmHBIe, TEXHUYECKHUE, OPTaHU3AIMOHHbBIE, TEXHOJIOTHYECKUE
CepBepHbIe, KIIMEHTCKUE, CIyTHUKOBBIE, HA3EMHBIE
JIngnble, KOprIOpaTUBHBIE, COLMANIbHbBIE, HALIMOHAIbHBIE
(1 6ann) OKOHYATEIBHO, OTBETCTBEHHOCTD 32 3aIMIIEHHOCTh JaHHBIX B KOMIIBIOTEPHOW CETH HECET:
Bnangenern cetu
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b.
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a.
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a.
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c.
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a.
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a.

b.

c.
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a.
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20.

a.
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21.

a.

b.

c.
22.
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a.

b.

c.
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a.

b.

c.
24.

a.

b.

c.
25.

a.

b.

c.
26.

a.

b.

o

AJIMUHUCTPATOP CETH
ITonp30BaTeNb CeTU




27. (1 6ann) llonutuka 6€30IACHOCTH B CHCTEME (CETH) — 9TO KOMILIEKC:
a. PykoBojcTB, TpeOoBaHuil oOecrneyeHns HEOOX0IMMOTO YPOBHs 0€301aCHOCTH
b. HWHcTpyKuuii, anrOpUTMOB MOBEJCHUS MOJIB30BATEIS B CETH
c. HopMmbl HHGOPMALIMOHHOTO IpaBa, coOOII01aeMbIe B CETH
28. (1 dann) Hauboiiee BaXKHBIM IIPU pealIM3allMK 3aIIUTHBIX MEP MOJUTUKU O€30TIACHOCTH SIBJISICTCS:
a. Aynut, aHanu3 3aTpaT Ha NPOBEJCHHE 3aLUTHBIX MEP
b. Ayaut, aHanu3 6€30MaCHOCTH
c. Aynut, aHaliu3 ysA3BUMOCTEH, PUCK-CUTYyaLUH
29. (1 6ann) OcHoBHast Macca yrpo3 HHOOPMAIIMOHHOM O€30MaCHOCTH MPUXOIUTCS Ha:
a) TpostHCKHE POrpaMMBbl
0) LlInroHCcKKe mporpamMMbl
B) Uepsu
30. (1 6ann) Kakoit Bug nieHTHGHUKANNH H Ay TCHTU(GUKAIUH IOTyYHT HAHOOIbIIEe PACIPOCTPAaHECHUE:
a) cuctembl PKI
0) MOCTOSIHHBIE TAPOJIH
B) OJIHOPA30BBIE TAPOIIH
31. (1 6ann) Tloa Kakue CHCTEMBI paclipOCTPaAHEHHE BUPYCOB MIPOUCXOUT HarnboJIee IMHAMUYHO:
a) Windows
6) Mac OS
B) Android
32. (1 6ann) 3aKkIIOYUTENLHBIM 3TAIIOM TTOCTPOCHUSI CHCTEMBI 3aIIUTHI SBJISIETCS:
a) COIPOBOXK/ICHUE
0) ruIaHMpPOBaHUE
B) aHAJIU3 YSA3BUMBIX MECT
33. (1 6ann) Kakue yrpo3sl 6€30macHOCTH HH(POPMAINH SBISIOTCS IPeIHAMEPCHHBIMH:
a) olIMOKHM TIepcoHalia
0) OTKPBITHE AJIEKTPOHHOTO MUChMa, COAEPIKAIIETO BUPYC
B) HE aBTOPU30BAHHBIN JIOCTYII
34. (I 6ann) Kakoii moaxom Kk obecreyeHnro 6e30macHOCTH HMEET MECTO:
a) TEOPETUIECKUit
0) KOMILIEKCHBII
B) JIOTHUECKHIT
35. (1 6ann) Cucremoii kpunrorpaduveckoit 3aumThl HHHOPMAITUH SIBIISETCS:
a) BFox Pro
6) CAudit Pro
B) Kpurnrro IIpo
36. (1 6ann) Kakue BUPYCHl aKTUBU3UPYIOTCSI B CAMOM Haualie paboThI ¢ ONEPAlMOHHOI CHCTEMON:
a) 3arpy304HbIC BUPYCHI
0) TPOSIHIIBI
B) UEpBU
37. (I 6ann) Stuxnet — 3T0:
a) TPOSTHCKast MporpaMMa
0) MakpoBHpYC
B) IIPOMBILIICHHBIH BUPYC
38. (I 6ann) TapreTupoBaHHAs aTaKa — 3TO:
a) aTaka Ha CeTeBOe 000pYI0BaHNE
0) aTaka Ha KOMIIBIOTEPHYIO CUCTEMY KPYITHOTO HPEANIPHUSITHS
B) aTaka Ha KOHKPETHBIN KOMITBIOTEP TTOJIb30BATEIS
39. (1 6ann) Tox nadopmMaoOHHON 6€30MACHOCTHIO TOHUMAETCSI:
a) 3aIMIICHHOCTh MH(BOPMALIUK U [0/JIEP)KUBAIOLIEH HHPPACTPYKTYPBI OT CIAyYailHbIX HIIH MIPEJHAMEPEHHBIX BO3ICUCTBUIT
€CTECTBEHHOTO MJIM CIIyYaiHOTO XapaKkTepa, KOTOPbIe MOTYT HAHECTH HENPUEMIIEMBbIi yiiepO cyObekTaM nH(GpOPMAIHOHHBIX
OTHOIIICHUI B TOM YHCIIE BJIaJebliaM U MOJIb30BaTelsIM HH(DOPMAIIMHU U 110 ICPKUBAIOIIEH HHPPACTPYKType
6) IIPOrpaMMHBIN MPOJIYKT U 6a3bl JJAHHBIX JOJDKHBI OBITh 3AIUIIEHBI 10 HECKOJIBKMM HAIIPABJICHHUSIM OT BO3JICHCTBUS
B) HET BEPHOTO OTBETA
40. (1 éann) 3aumra nHGOpPMALUH:
a) HeOoJIbIIIast MporpaMMa JUisl BBINOJHEHHUS OIIPEICIICHHOM 3a1aun
0) KOMIIJIEKC MEPOTIPUSITHI, HATIPABJICHHBIX HA oOecreueHre HHGOPMAIMOHHOI 6e30MacHOCTH
41. (1 éann) NupopmannoHHas 6€30I1aCHOCTb 3aBUCHT OT:
a) KOMIIBIOTEPOB, MMO/YIEPXKUBAIOLIEH HHPPACTPYKTYPBHI
0) mosb3oBaTeneit
B) uH(MOpMAIHU
42. (1 é6ann) KoHduaeHIIHATBHOCTHIO HA3bIBACTCS:
a) 3allUTa MPOrpaMM M MPOrPAMMHBIX KOMILIEKCOB, 00ECTICUMBAIOINX TEXHOJIOTHIO Pa3pabOTKH, OTIAAKH U BHEPEHUS
CO3J1aBaeMbIX ITPOTPAMMHBIX ITPOJTYKTOB
0) onucaHue nMpoLeayp
B) 3aIIMTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYyMA K nH(popmauu
43. (1 éann) [yis yero co3naroTcs MHPOPMALMOHHBIE CUCTEMBI:
) TOJTYUYCHHsI ONPEICICHHBIX HHPOPMAIIMOHHBIX YCIyT
0) 00paboTku uHMOpPMAIHN
B) 00a BapuaHTa BEPHbI
44. (1 éann) Kro sBiseTcss OCHOBHBIM OTBETCTBEHHBIM 3a OTPE/IeICHHE YPOBHS KilacCH(pUKAIIMU HHOPMALIHH:
a) PyKOBOJMTEIb CPEIHET0 3BEHA
0) Biagerner
B) BBICILIEE PYKOBOJICTBO
45. (1 é6ann) Kakast kareropus siBisieTcss HanOoJee PUCKOBAHHOM U1 KOMITAHUK C TOYKU 3PEHUS] BEPOSATHOTO MOIICHHUYECTBA 1
HapyIIeHus: 0€30MacHOCTH:
a) XaKepsl
0) KOHTPAareHThI
B) COTPYJHUKH
46. (I 6ann) Eciv pasndyHbIM rPyIaM 1oJb30BaTeNei ¢ pa3IMuyHbIM YPOBHEM J0CTYIIA TPEOYETCs IOCTYI K OJHOM ¥ TO#H ke
nH(pOpMaIH, KAKOE U3 YKa3aHHBIX HUKE JCHCTBUI ClIe/lyeT NPEANPUHATh PYKOBOJCTBY:
a) CHU3UTh YPOBEHb KiaccH(puKanuy 3Toi HHpOpMaIuu
0) yJIy4dIIUTh KOHTPOJIb 38 6€30MaCHOCTHIO 3TON HH(OPMALIHK
B) TpeOOBATH MOAMUCAHUS CIIEIUAILHOTO PA3PEIICHUsT KaXK/IbII pa3, KOr/1a YeIoBeKy TpeOyeTcs TOCTYII K ATOi nHbOpMaIuu
47. (1 éann) Yro camoe IIIaBHOE JOJDKHO IPOAYMaTh PYKOBOACTBO MPU KJIACCU(PUKAIIMU JAHHBIX:
a) yIpaBJICHUE JJOCTYIIOM, KOTOPOE JJOJKHO 3alUIIATh JaHHbIE
0) OLIEHUTH YPOBEHb PUCKA U OTMEHUTH KOHTPMEPBI
B) HEOOXOAUMBII YPOBEHB JJOCTYITHOCTH, HEIOCTHOCTU M KOH(PHUICHIIMAILHOCTH
48. (I éann) Kto B KOHEYHOM CUETE HECET OTBETCTBEHHOCTD 3a FaAPaHTHH TOTO, YTO JAHHBIC KJIACCH(DUIIMPOBAHBI U 3al[MIICHbI:
) BIIAJICNIBIIbI JAHHBIX




0) PyKOBOJICTBO
B) aIMHHUCTPATOPbI
49. (1 é6ann) Tpouenypoii Ha3bIBACTCS:
a) MOIIAroBasi MHCTPYKIIUS 110 BBITOJIHEHUIO 33/1a41
0) oOs3aTesbHbIC ICHCTBUS
B) PYKOBOJICTBO IO JICHCTBUSIM B CUTYAIIUSX, CB3aHHBIX C OE30MACHOCTHIO, HO HE ONMCAHHBIX B CTAaHIApTaX
50. (1 6ann) Kakoii pakrop HanboJiee BasKEH JUIs TOTO, YTOOBI OBITH YBEPEHHBIM B YCHELIHOM 00eCIe4eHHH Oe30I1aCHOCTH B
KOMITaHUH:
a) MPOBE/ICHUE TPEHUHTOB 10 OE30MaCHOCTH IJIsl BCEX COTPYAHUKOB
0) moIepIKKa BBICIIETO PYKOBOJICTBA
B) 2h(eKTHBHBIC 3aIUTHBIC MEPbI K METO/IbI HX BHEIPCHUS
51. (1 6ann) Koraa nienecooOpa3Ho HE MPEANPUHAMATH HUKAKHUX JICHCTBUI B OTHOIICHUN BBISBJICHHBIX PHCKOB:
a) KOT/Ia PUCKU HE MOT'YT OBbITh IIPUHSTHI BO BHUMAHUE 110 MOJUTHYECKUM COOOPAKEHUSIM
0) Juts obecrieueH st XOpolIlei 6e30MaCHOCTH HYKHO YUUTHIBATh U CHHXKATh BCE PUCKH
B) KOT/Ia CTOUMOCTh KOHTPMEP TPEBBILIACT IIEHHOCTh aKTHBA M OTEHIMAJIbHbIE TIOTEPU
52. (I 6ann) Yro Takoe MONUTHKA OE30MACHOCTH:
a) IeTaJIM3upPOBaHHbIE JOKYMEHTHI 110 00pad0TKe HHIIUIEHTOB 0€3011aCHOCTH
0) ILIMpPOKHUE, BHICOKOYPOBHEBBIE 3asBIICHUSI PYKOBOJICTBA
B) 00IIME PYKOBOJSIINE TPEOOBAHUS 1O TOCTHKEHHIO ONPENICIICHHOTO YPOBHsI 0€3011aCHOCTH
53. (1 6ann) Kakas u3 npuBeICHHBIX TEXHUK SIBJISICTCS CAMON Ba)KHOM MPH BHIOOPE KOHKPETHBIX 3aIUTHBIX Mep:
a) aHAJIN3 PUCKOB
0) pe3ynbrarel ALE
B) QHAJIH3 3aTPAT / BBITOJIbI
54. (1 6ann) Yto nydiie BCero onuchiBaeT 1enb pacuera ALE:
a) KOJIMYECTBEHHO OLICHUTh YPOBEHBb 0€30MaCHOCTH CPEIb
0) OLICHUTH MOTEHIIMAIbHBIE IOTEPH OT YIPO3bl B IO +
B) KOJIMUYECTBEHHO OLICHUTh YPOBEHb O€30MaCHOCTH CPEbI
55. (I 6ann) TakTHyeckoe IIIAHUPOBAHHE:
a) Cpe/IHECPOYHOE TUIAHUPOBAHKE
0) e)eqHEeBHOE TTAHUPOBAHNE
B) JIOJITOCPOYHOE IJIAHUPOBAHUE
56. (1 6ann) DddexTuBHas nporpaMmma 6e30MacHOCTH TpedyeT cOaTaHCMPOBAHHOIO IPUMEHEHHUSL:
a) KOHTPMEp U 3aLIUTHBIX MEXaHU3MOB
0) npotieayp 6e30MacHOCTH U MIH(POBAHUS
B) TEXHUYECKUX U HETEXHUYECKUX METO/I0B
57. (1 6ann) OyHKINOHAILHOCTH O€30MACHOCTH ONIPEICIIAET 0KUAAEMYIO PadOTy MEXaHM3MOB 0€30I1aCHOCTH, & TapaHTHU
OIIPEACIISIOT:
a) yPOBEHb JIOBEPHSI, 00eCIIeYnBaEMBbIii MEXaHU3MOM 0E301T1aCHOCTH
0) BHE/IPEHUE YIIPABJICHUS MEXaHU3MaMK 0€30MacCHOCTH
B) KJIacCH()UKAIINIO JAHHBIX 110CJIE BHEAPECHUS MEXaHU3MOB 0€30IIaCHOCTH
58. (1 6ann) Yto U3 NepeyUCIIEHHOTO HE SIBJISIETCS LEJbI0 IIPOBE/ICHUS aHAIM3a PUCKOB:
a) BBISIBJICHHE PHCKOB
0) JenerupoBaHue MOJTHOMOYHIT
B) KOJIMUECTBEHHAsl OLIEHKA BO3/I€HCTBUS IIOTEHIIMAIILHBIX yIPo3

5.2. Tlepeyenb paGoT, BHINOJIHEMBIX 110 THCHUILIHHE

ITo pucuMIuInHE MPEayCMOTPEHO: BHIIOJHEHUE 2 IOMAIIHUX 33JaHui
Jdomamnue 3axanus
1. Peanmuzauus anroputma RC42. (YK-1-34, OTIK-3-B1,0I1K-3-B1)
2. UYacrorHbiii ananu3 Bo B3nome mudpos (YK-1-34, OTIK-3-V1,,0I1K-3-B1)
JloMamHue 3aJaHuS BKIFOYAOT B ceOs P THIOBBIX 337124 C HHANBHIYTbHBIMH BapHAHTAMH
[Tpumep nomanrnero 3ananus (/13)
1. 3ammdposarts anropurmMoM RC4 ceoe ®HO. [Tapamerp N B anropurme Opats He MeHee 16.
2. [IpousBecTr B3710M ClIEAyIOMETo mIM(pa METOIOM YaCTOTHOTO aHAN3a:

10 IMIL ‘BLII HIOT-ObB (PIIM CIIKMBIOX CLIBBIOP IIMBMI IIMALOBIOTHMIIM JXUILIIY(IM, IMIL AMMKYILIX, THUM (GIM HMUEL 310BOLO BIM( 3UIUTIOB. CMIIIIb SMIMIOXAE BII CMIILIXIO O
3BMIMIBIITION(XOBM HH3bXOBUX/IE. KCLILOE JILITXMIIOXIO BIIIOATH. IITMIM i) KbXM (M UBI0dX(GbIod), TMIBLI MIMALE30 MIIUIIIXION0 AMIA(3 bRIbIIrM3bgd B3u XyBio. 3¢cvdhd,
bOIBIIrM3ad3 KbX IMXOIM MBIOb. CMIII AMTIIO JICHILIA HIIBIIX GLIMIIM bJIMIMIIM MIM/IAMBIOBIIL MCIKC KPPXIO0, MpIioadc m3(hCIOrmrsaryMp cuusgprio, rMuMchp B)3Eno Xdu buuimis
BMSICIICIOILIX CMIIIIBII M IIM3, TIM SCMIOAHMBIOXM J O3 3 3ybH(BAIM3 BIMCA(] SCIIIMIAMBIOE, LI IMIIM3 SICMFOX MAMITBIILO IMBMICHILI(3bH 3 SMPbbbH AcdIMsXPbroéH. KPpxio
fonutiry4dd 10 HMXMBBM A3MICHX BII CMIIIBI, SMIM3 sMruutmx ¢3u mmd usmanmdbedbrod.

— LMXOI'M TUM OJHTIIX 31ed BMAOG], 3101bC CMIIIIb, — ArUuImX KPpxio. — 3b aM3a(3 b AMHMILO bt THXMIBIIT BII LIMP JULICMP BIMUIMIICIIBIOK. 351(hcabd H310B)? AbMAL, &
ACMJIM 2117 ) HIBIIX.

— TMIBII O1IM KbXM? — JSCM/TIOX CMIIITb.

— bBdXy M3u bULIILB, BuI HPIMA(GCIAD 1 Kemodd BICHPAXIOBIMI, — MIPPIIFOX KYPXIO. HIOAIOTHBP AchBANINIONGX0 AcHBBGOIM JIISIBLI, AIMXO HIICIITI(CHEDP BH3BMIM
BHALEP W3QCIOrIBArop mradbi, B 10 MBOUBLI 10 3irbdei Bhemmoaé umid osoTsM mW3(CIOriIbAriod. CMIILIb HBIOIOXAE: T 61M Mb b T3GIUI0X KOPXIO b
Mg ?

K(PXI0 BMKCMBHEBM HXBKBHX/E:

— 3b gTIONUI(3, TIM KCIIIOE BICGPAXIOBII0 E3XEYLAE IMAUMTHMII(C3IIBATIO3E0 MBI, O1M AM3103M dadM seMThrM. KGaamd(Gabbd 10 MXThb(, MuXrMIIIbd BGXoab. m1
SIMLM3 3BCHIT L3 IMEIXEDGLDI0 9b 10 TLIMBIOL I BIO3I0 BCULIKH. BH 10 3b, GAUGAOGHBM, AUIIXIO S ACMIPCELO. IMIIMBIOXIO 3 IUICHOBIILMb, SbEABIOXIO BUIATLL LICIOH K0T 10
ACMTG. 11 AMIIM3 & AMIIX OIUTIIIO Smed XOThM) BOXM. 10 IUIL 318XbXM TMO-TIM B, 1o & munedrmamx 3¢paubbd nuuidis, spedserod) mmr scd3é suednm SchrbIBIOE 3
II3/TICHOH0 10 M(C3IIBIOI0. 10 371 IMEXMJI0. 313 MBIIXM/IO 3bAX(DBIONO I(H AP3(CHH 1EOAM? 1071 3ybH(BII, 10 IMIL HPADCO 3b IGCHUXIONO AYBII, THMKb AMHUKIOSIIIO FOH 3/1DH.
MKIOPALOM 3MX0Urd 9 3¢bd, mumd3 — rurexi Apirsi 3 mskucnd. u axduydod 2 smeds asoard kemunoé pichpaxiobno, € bh merokae?

— € SCIO(HILX J{BLI ICMBIIBIILO IM350YL(Ch, — WILIIXM 0 CUUIBCIIMBHM MUBIIOX CMITIIb. — O61M 31¢d.

KXo AMINIIX AX(TII3H0.

— 3B BOIMIBEM, TH3 36 1BO0 MIBI3MPUPI0. B HAMXBMIMTYB AUMENO BT AUCIII] JIMTMEBMAIIEO 3 G1IMP ICIIB}. BM HMTH ACHBUACHBIONO: CHTIO ACMTO MI BICHPAXIOBIM).
b A3¢pid I0H HCMIIIIO. AXIOErM3 35MIM C(3(bIO € AMICIIIIOX BT AX(IIIH JII BIO3I0 10 CHUICIIKMIUTH, THMKb CUIIMKXIITIONO (g MBBM esioMbArM(Q mb(IIBM IMALMTBMP
1C3IIBI0I0. TMCMT(], HKIOLO 10H & 3113 b AMIIMXY, b HMTH, TUMKb MKMCOIIXIE IX(B.

10 IIHMI1 3BCUI CMITITb AMBEX, AMT(3M KCIIIOE BICHPAXIOBITIO KbXIO 1T JT BI03 XYK(IIbb 10 BCHII(BXYKbb.

— 10H 10BI(CHAMYIT 3MI0 BMIB( rM350YHDCHb(] CHLICIIKMITIO? — AACMIIOX Mb KGPXIO.

— BIOTULO B UBIOIXY0, PAXI0 OIM 1ur, — MINGLIOX ML — rM350yL(Ch — MIAMK(GBBM BMIb( — BIUIHMBELIE SMB JIIIICHLUM3 3 TM33UBIOAIOT(ATOH JUCIIBIIH. BM 0 O1M 3¢ bE
M 3WXM KOAAMIMIOL. IMATMXOrH & JIbiy, T(3 3b AMKIoCII(L(L0 BIUNCLIBIONO OLIOH 10siM?. $ud cuut sicdhBuACHLIBIIY: IMXOIM AMICMKHPLG 10 AUIbOL( 3MIO3 CIIMMS.
CMITITB JBMICHX BII BHIIM HMXMBBM 10 SCIOIIIIXOBM.

— b AMBIO311Y, M T3 O1IM 9B, BM AMIIMXOI 10 3¢ BIIIO AMIPIL. ) AUUTEMAONGIO0 ¥ 3BE BII AUIIO, BTG CULTBIIXY. KO AMIM3, BIOTGIM 3b M 36MP b ABOXIIID. BrO
Themm! u 3¢pE HMeMeod 1Em0 3 AppIIIMBE. 10 BXE BIOH 3MI0 rM3s0y1(eh ruBu rur smmbp, sGuipxo 94E Uil THEO, IMIMCHY 3b AMKIOCLI(L(I0 IbHBIOLO U OLIIOH LI
BULIBAMI3H FCLIBbH eSI0MBM). ML} 35, Ib(IBM CIUIMKXIITIOXIO [0JI B3HH SCIOBUCIM)!

K(PXI0 MIIOBUX (HIIM JIIBU3TIOH3 SINXEBM3, TIII(3 IILIIIX:

— XIWBBM, 311 3b b UCMB]3, BM T BUATHL AMBCHII0? — 0 Mb [FO3IM3 UILUILIX BII CMIIIIXIO, JIOB(IEHY Bl BIOOUIB(. — HIY 3b-IM Ju3(Q3 BMALIISIONO OGuMp rurmMxrd

bOEHUMTBb( BOACIOELBMILIO. MBIOb, SAPIIM MBIOb LUPXPIMBBBP JIIMBMT, 10 36 () blorMiBil kMXxoed b natoBoLP




IlepedeHnb BONPOCOB K IOMALIHHUM 32JaHUSAM
(YK-1-31, YK-1-32, VK-1-33, YK-1-34)
Uro Takoe CUMMETPUYHBIH KPUIITOAITOPUTM?
Kaxkue BbI 3HaeTe CUMMETpUYHbIE MUPHI?
UTo Takoe OTKPBITHII U 3aKPBITHIHA K1t04?
Yro Takoe Mo N?
OnumuTe, Ui 4ero UCHONb3yeTCsl paclIMpeHHbIH anroputM EBkinaa
Uem oriuyaercs addunnsiii mmdpp ot mmdppa Lesaps, 4ro y HUX o0mero?
Kak xpaHsaTcst maponu B pa3IMYHbIX ONEPALMOHHBIX CUCTEMAaX?
UYro Takoe X31I-(QyHKIHS
9. Yro takoe DIIII?
10. Yewm ormmyaercs xam-¢yHkuus ot ILTI?

NI R

11. CoBpemeHHbBIE CHMMETPUYHBIE HIH(DPBI

12. Ocobennocts mmdpa RC4

13. Yro Takoe «mapamgoxc JHEil poxKICHHN

14. YacroTHslil aHaNMN3

15. HepmocTaTku 4acTHOTO aHAIM3a

16. ®axropusarus

17. «Conb» K X311y

18. PamyxHblie TaOIHIIBI

19. TIpoGiieMbl BHIYMCAUTENBHOM CIOKHOCTH B IIH(MPOBAHUH M KPHUITOAHATIN3E
20. AGCONIOTHO YCTOHYHMBHIN mu(pp

5.3. OneHo4YHbIe MAaTEPHAJIBI, HCIIOJIb3yeMble [IJIsl JK3aMeHa (onmucaHue ONJIeTOB, TECTOB M T.I1.)

DK3aMEHAMOHHBIN OMIIET BKIOYaeT B ceOs (pyHIaMEHTAIbHBIH TEOPETHYECKHH BOMPOC M MPHUKIATHONH TEOPETHUCCKHIMA
BOIPOC U3 YCTAHOBJICHHOTO MEPEYHS KOHTPOJLHBIX BOIPOCOB, HCIOJB3YEMBIX NMPH (POPMUPOBAHUM 3K3aMCHAIMOHHBIX
OWMJICTOB IPU OICHKE 3HAHWIT 00yJarolIMXcsl Ha IK3aMEHE [0 TeMaM, U3JI0KECHHBIM B paszjienax 1-8 mannoit PI1J], a Takxke
MPaKTUYECKOE 3aJaHMe M3 YCTAHOBJICHHOTO TMEPEYHS KOHTPOJIBHBIX 3aJIaHHid, HCIOJIb3YEMbIX HpPH (HOPMHUPOBAHUH
9K3aMCHAI[HOHHBIX OWJICTOB MPH OIICHKE 3HAHUI 00YUarONMXCs HA SK3aMEHE MO TeMaM, U3JIOKEHHBIM B paszenax 3, 4, 5
nmannoi PITJI.

[Ipumep 3x3aMeHaInOHHOTO OMIeTa:

MUHUCTEPCTBO HAYKU 1 BBICILIEI'O OBPA3OBAHUS POCCUMCKOM ®EIEPALIMU
CTAPOOCKOJIbCKHI TEXHOJIOTMYECKUI HHCTUTYT um. A.A.Yraposa
(¢punman) penepanbHOTO TocyIapCTBEHHOTO aBTOHOMHOTO 00Pa30BaTEIBHOTO YUPESKICHHS
BBICILIETO 00pa3oBaHus « HarmoHAIBHEIN HCCIIE0BATEIILCKHI

TexHosornyeckuit yausepcuretr «MUCHUCy»

Kadenpa «ABTOMATH3MPOBAHHBIX U HH(POPMALMOHHBIX CHCTEM YNIPABJICHHS»

13.03.02 DJjieKkTpo’HEPreTHKa M NIEKTPOTEXHUKA
IIpodmuis — Di1eKTPONPHBO U ABTOMATHKA

JucrurumiHa «3amura nHbopM: O

SK3AMEHAITHOHHBIH BHJIET N 1
1. Touch Memory. Kaptsl nocryna
2. Pockomuamzop. PCTOK. Otnen «K».
3. 3ammdposats cBoe PUO metomom RSA. ITapametpsr p- Ne cTyneHTa mo cnmcky, q- HoMep Ounera.
O6a 4nciia OKPYTIHUTH 40 OJIIDKANIIEero IIPOCTOro YHCIIa

Ax3amenamop O0.®.Ko3wipo

Ymeeporcoeno na 3aceoanuu kagpeopur AHCY

IIpotokomom Ne ot 2023 r.

3aseoyrowuii kagheopoiu AUCY N.A. llonewenko

Bunerst B OymakHoM Bune xpaHsrcs Ha kadeape AVCY u yTBepkIeHBI ee 3aBedyIOIMM (WJIM 3aMECTHTENIEM 3aB.
kadeapoi).

5.4. MeroauKa OLleHKH OCBOEHHS JUCIMILIHHDI

Ne Bun Kpurepuii Onenka
n/n OLICHOYHOI'0
CpeACTBa
1 Brinonnenue u Bce 3amaunm nomarmnero 3amaHus BBINOJIHEHBI Oe3
3alUTa JOMAIIHUX OIIMOOK, JINOO C HENPUHIMITHAIGHBIMA OIINOKaMHy, «3auTeHO»
3aJaHui HE BIMSIIONIMME Ha (PM3MYECKYIO CYTh pe3yJibTaTa




3agaHiMe HE  BBIIOJHEHO IIOJHOCTBIO, JHOO
BBIMIOJIHEHBI HE BCE 3ajaud, JUOO0 B pEIICHUH
JIOMYIIEHbI CYIIECTBEHHBIE OIIHOKH,
HEHCIIPaBJICHHbIE  mocie  cobecemoBaHusi €
MIPEnoIaBaTesieM

«He 3auTeno»

Dk3aMeH

Komnerenun

c(hOpMHUPOBAHBI.

OO0yuaromuiics AeMOHCTPUPYET:

- r1yOOKHe 3HAHUS COAEPKAHUS U3YUEHHOM
JUCLUUIUTUHBI BO B3aUMOCBS3U C JPYTUMHU
TUCHUILTUHAMH;

- cITI0COOHOCTP UCTIONB30BATh TEOPETUIECKIE
3HAHUSI [IPU BBINIOJTHCHIH PAKTHUYECKHUX 33 JaHUM;
- apryMEHTHUPOBAHHBIC, HCUCPITBIBAIOIINE OTBETHI
Ha BCE BOIPOCKI MO OUJIETY, a TAKKe
JTOTIOJTHUTENILHBIC BOMPOCHI 3K3aMEHATOPA;

- YMEHUE BBINOIHATH 1 000CHOBBIBATH PEILICHNE
MIPAaKTUYECKUX 3aJaHUH BBICOKOTO YPOBHS
CIIO’KHOCTH;

- Han4re cOOCTBEHHON 00OCHOBAHHOH MTO3UIIUU
o 00CyKIaeMbIM BOIIPOCAM;

- cBOOOTHOE HCIIOJIE30BaHUE B OTBETAX Ha BOIPOCKH
MaTepuaioB PEKOMEH/I0BAHHOH OCHOBHOM U
JIOTIOJTHUTEIILHOM JTUTEPATYPBI.

«OTInYHO»

Komnerenuu copMupoBaHsl.
OO0yuaromuiics AeMOHCTPUPYET:

- 3HAaHWE OCHOBHBIX TEPMHHOB I10 COJEP KAHUIO
M3y9IEeHHOW TUCIUILINHEL,

- TBEp/IbIe 3HAHMS TEOPETHIECKOTO MaTepHaa;
- YMEHHE JJaTh YeTKHE OTBETHI Ha IOCTABJICHHBIE
BOIIPOCHI;

- YMEHUE pellaTh NPakTUIECKUe 3aJaHus;

- BJIaJIcHHE OCHOBHOM JINTEPATYPOH,
PEKOMEHI0OBAaHHOM MPOrpaMMON AUCLUIUIMHBL.
JlomyckatoTcsl He3HAIUTEIbHBIC HETOYHOCTH B
OTBETaxX Ha TEOPETHIECKHE BOTIPOCHI U IIPH
BBIIIOJTHEHUH IIPAKTUUESCKUX 3aJaHUH.

«Xopouio»

Komnereniun chopMUpOBaHEL.

OO0yuaromuiics AeMOHCTPUPYET:

- 3HAQHUS TEOPETUYECKOTO MaTepralia 1o U3y4eHHO
JHUCLHMILTHHE,

- HETIOJIHBIE OTBETHI HA OCHOBHBIE BOTIPOCHL,
JIOIyCKast OIIUOKHU B OTBETE; HEAOCTATOTHOE
HNOHUMaHHUE CYLIHOCTH H3JIaraeMbIX BOIIPOCOB;

- HETOYHBIC OTBETHI Ha JIOIIOJHUTEIIBHBIC BOIIPOCHI;
- YMEHHE BBINOJHATE NIPAKTHYECKUE 3a1aHus Oe3
rpyOBIX OLINOOK;

- HEJIOCTATOYHOE BJIaJICHHE JIUTEPaTy PO,
PEKOMEHIOBAHHOM NPOrpaMMON AMCLHUIUIMHBL.

«YI[OBJ'IGTBOpI/ITeIII)HO»

Komnerenimu He chOpMHUPOBaHBI.
OO0y4aromuiics AeMOHCTPUPYET:

- CYIIECTBEHHBIE IIPOOETHI B 3HAHUAX YIEOHOTO
MarepHuania;

- IPUHLUITHAJIBbHBIE OMIMOKH NP OTBETE Ha
OCHOBHBIE BOIIPOCHI OMJIETa, OTCYTCTBHE 3HAHUN U
HNOHUMaHUsI OCHOBHBIX TEPMHUHOB ¥ OIPE/ICIICHUH;
- HEOHUMAHHUE CYILIIHOCTH JOOJIHUTENIBHBIX
BOIPOCOB B paMKax 3alaHuii Ouera;

- OTCYTCTBHE HaBbIKA HJIM CYIIIECTBEHHBIEC OLIHOKK
HPH BEITIOTHEHUH IIPAKTUUECKUX 3alaHUH;

- He3HaHHE JIUTePaTyphl, PeKOMEHI0BaHHON
NpOrpaMMOil IHCIUIUIHHBL.

«HeynoBnersopurenbHO»

6. YYHEBHO-METOJNYECKOE U TH®OPMAIIMOHHOE OBECIHEYEHHE

6.1. Pexomenayemas jqurepatrypa

6.1.1. OcHoBHas JuTepaTypa

O0o3HaueHHne

ABTOpBI,
COCTaBHTEJIN

3arnaBue bubauoreka

HM3parenancTBO,
roj




JT1.1 3aruHanIoB, Teopus OBC «YHHBepcHTETCKAS Mocksa ; bepmia
I0O.H WHPOPMAITMOHHON OmbnMMoTeKa OHJIAWHY : Aupext-Menna,
0€30MacHOCTH U URL: http://biblioclub.ru/index.php 2015
METOIOJIOTHS 7page=book&id=276557
3aIINATHI
nHpOpPMALINH :
yaeOHoe mocobne
J11.2 IIpoxoposa Wudopmannonnas OBC «YHuBepcUTETCKAs Camapa :
O.B. 6e301acHOCTb 1 O6uOIMOTEKA OHJIAH Camapckuit
3amuTa nHGopManuu URL: rocyJ1apCTBEHHBII
: y4eOHHK http://biblioclub.ru/index.php? ApPXUTEKTYPHO-
page=book&id=438331 CTPOUTEIBHBIN
YHUBEPCHTET,
2014
J13 UepnsikoB M. OCHOBBI HTBb CTU HUTY «MUCHUC» M : UKL
B, Iletpymn UH(POPMaMOHHBIX "AkageMkHHra",
A. C. TEXHOJIOTUH 2007
6.1.2. JlonoiHUTEIbHAS JIUTEPaTypa
O6o3HaueHne ABTOpBI, 3arnaBue bubdauoreka H3narenbcTBoO,
COCTABHTEJIH roa
J2.1 Cepreesa, 3amuTa OBbC «YHuBepcUTEeTCKAS Mocksa: A-
10.C.. uHpopmanmm: OuOIMOTEKA OHJIAH [Tpuop, 2011
Koncnekt nekunit URL:
http://biblioclub.ru/index.php?
page=book&id=72670
22 B. N CucTeMBI 3alUThI OBbC «YHuBepcUTEeTCKAS M. : @nuHrta,
ABEpUEHKOB, nH(pOpMaIKH B OuOIMOTEKA OHJIAH 2016
M. 0. BEIYIINX URL:
PritoB, I'. B. 3apyOeKHBIX http://biblioclub.ru/index.php?
Konpaparus, CTpaHax: y4eOHoOe page=book&id=93351
M. B. nmocoOue Jij1s By30B
PynanoBckuit
6.1.3. MeTtonuueckue pa3padoTku
O06o3HaueHne ABTOpHI, 3ariaBue bubnmoreka HsnaTtenscTBo, TOT
COCTaBHUTENN
J13.1 ConoBbeB Koncnekr nexuuit no HTb CTU HUTY «MUCHUC» Crapsrit Ockou,
A IO. Kypcy «3amura CTHU HUTY
nHdopManum» «MHUCuCp, 2018
JN3.2 ConoBseB ITocobGue k HTBb CTU HUTY «MUCHUC» Crapsrit Ocko,
A.IO BBITIOJTHEHUIO CTU HUTY
IPaKTUYECKUX «MHUCuCp, 2018
3aHATUH 110 KypCy
«3amura
uHbOpMAaLIIN>)
JI33 ConoBseB ITocob6ue k HTBb CTU HUTY «MUCHUC» Crapsrit Ocko,
A.IO BBITIOJTHEHUIO CTU HUTY
JIOMAaIIHUX 3aJaHuM «MHUCuCy, 2020
0 Kypcy «3amura
uHbOpMAaLIIN>)
6.2. Ilepeuenn pecypcoB HH(POPMALMOHHO-TEJIeKOMMYHHKALUMOHHOM ceTH «UHTEepHET»
21 BecruiaTHas anekTpoHHas OMOIMOTEeKa OHJIalH «EMMHOE OKHO K 00pa30BaTENbHBIM PECYpPCamy
[Onexrponnslil pecypce]: http://window.edu.ru
D2 OTKpBITOE 00pa3zoBaHKe [ INEeKTPOHHBIH pecypc]: https://openedu.ru/
23 LMS Canvas [DnexTponHsbIi pecypc]: https://lms.misis.ru
6.3. Ilepeuens MporpaMMHOro odecnevyeHust
m1 Microsoft Windows
M2 Microsoft Office

6.4. IlepeyeHb MHPOPMANMOHHBIX CIPABOYHBIX CHCTeM M NPO¢eCCHOHAIBHBIX 023 TaHHbBIX




nil eLIBRARY.RU
https://elibrary.ru/

HAVYYHASA OJIEKTPOHHASA BUBJIIMOTEKA [OnexkrponHslii pecypc]:

7. MATEPUAJIBHO-TEXHUYECKOE OGECIHEYEHME

7.1

Aynutopus Ne419
«JlekuMOHHAs1 Ay TUTOPHSD»
[Tepeuenb 0ocHOBHOTO 000pYHOBaHNS, y4eOHO-HATIISHBIX TIOCOOMI:
e Ycunurenb-pacupeeuTenb
e Monurop
e [Tanens aynuo
e MOHUTOp IUTAaHIIETHBIN
e Komnsrorep
e HacTeHHbIl 3KpaH
© MUKIIEPHBIN MMyJIbT
e MynbpTUMEIHNA IIPOEKTOP
e Ycwiurens 3ByKa
e JIOKyMEHT -Kamepa
e CucreMa BHJIC0-KOH(]EpEeHI] CBSI3U
o Kontposnep
e KommyTtartop
® 3ByKOBBIE KOJIOHKU
¢ BokanbHas paguocucteMa
o Komrmiekt yuebHo# Mebenn Ha 70 mocagoYHbIX MECT

7.2

Aynutopus Ne406
«JIabopaTopusi NPUKJIAAHOI0 POrPAMMUPOBAHUSD)
[Tepeuenb ocHOBHOTO 000pYAOBaHUS, yueOHO-HATIISIHBIX IOCOOMI:
e Monurop - 9mr.
e [lepcoHaNIBHBIN KOMIBIOTED - 9IT.
e [Ipoextop
e DKpaH HaCTECHHBII
o YCHIHTeNb-pacpeaeInTeb
o Komrmiekt yueOHOM Mebenn Ha 25 MOCagOYHbBIX MECT.

7.3

Aynutopus Ne306

«KaOuHeT 111 caMoOCTOSITeIbHOI padoThD»

[TepeueHb 0CHOBHOTO 000pYAOBaHUS, yueOHO-HATIISITHBIX IIOCOOMI:
HPOEKTOD;

JIOCKa;

9KpaH HACTEHHBIH;

KOMIBIOTEP — 6 IIT.;

. KOMIUIEKT y4eOHoi Mebenn Ha 20 yenoBex.

B momermeHny 11 caMOCTOATENFHON PaOOTH 00YYarOIINXCS
nuMeeTcs NOAKIIIoUeHHE K ceTH «VIHTepHeT» 1 10CTyI B
3JIEKTPOHHYIO HH(OPMAIIHOHHO-00pa30BaTEIbHYIO CPERy
OpTaHH3ALHH.

8. METOJUYECKHUE YKA3ZAHUWSA JJIS1 OBYYAIOIUXCA

[IpomerxyTouHas aTTecTalus 110 JUCUUIUIMHE IPELyCMOTPEHa B BUJIE DK3aMEHa.
OO0yueHue IPOBOJUTCS B OJAWH CEMECTP U OPraHU3yeTcs B COOTBETCTBUU C HAcTOsIIEeH mporpaMmoid. CamMmocTosiTenbHas
paboTa CTyIEHTOB OCYIIECTBIAETCS M KOHTPOIUPYETCSI C TIOMOLIBIO:

— Ca4yM JOMallHuX SaﬂaHHﬁ,

DK3amMeH MPOCTABJIACTCSA NPU YCJIIOBUH BBIIIOJIHCHUA yqe6H0r0 IJIaHa JUCHOMIIIMHBI, U TIO PE3yJibTaTaM OTBCTOB Ha

OK3aMCHAIlMOHHEBIC OUJICTHI
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